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THE AIR FORCE INSTALLATION SECURITY PROGRAM

NOTICE:  This publication is available digitally on the NGB-SDP WWW site at http://www.ngbpdc.ngb.army.mil.
OPR:  ANG/XOFP (Lt Col McGinley)
Certified by:  NGB/CF (Col M. Hillestead)

Supersedes ANGPD 90-257, 24 Sep 99
Pages:  56

and ANGPD 90-258, 8 Oct 99
Distribution:  F

This directive implements AFPD 90-2, The Inspection System.  This directive lists compliance items that support guidance in the following:  law, executive order, higher headquarters publications (DOD, JCS, FAA, AFI, AFMAN, etc.).  Units will supplement this directive to add internal compliance items.  This directive applies to the Air National Guard (ANG).  Send comments and suggested improvements to this directive on AF Form 847, Recommendation for Change of Publication.  Send to ANG/XOF, 1411 Jefferson Davis Hwy, Arlington, VA  22202-3231.

SUMMARY OF REVISIONS

This document has been substantially revised and should be completely reviewed.  This C&SRL was created based on AFI 31-101, The Air Force Installation Security Program dated June 2000.

1.  General.  The items listed do not constitute the order or limit the scope of the inspection/assessment.    The objective is to identify deficiencies that preclude attainment of required capabilities. Units can supplement this publication to add internal compliance items.  This directive may be used in whole or in part by HHQ during visits or exercises.  Users may add any items, which, in the exercise of good judgment, require examination.

1.1.  Critical Compliance Objectives (CCO):  Areas that represent “single-point failure” issues where non-compliance would result in dire mission impact or could very likely result in loss of life, serious injury, or significant potential for litigation. CCOs are shown in BOLD AND ALL CAPS FORMAT.

1.2.  Core Compliance Items (CCI):  Areas that require special vigilance and are important to the overall performance of the unit, but are not deemed “critical”.  Non-compliance would result in some negative impact on mission performance or could result in injury, unnecessary cost, or possible litigation.  CCIs are shown in ALL CAPS FORMAT.

1.3.  General Compliance Items (GCI):  Areas deemed fundamental to successful overall performance of the unit, but non-compliance would result in minimal impact on mission accomplishment or would be unlikely to result in injury, increased cost, or possible litigation. GCIs are shown in sentence case.
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1.  Program Components

Table 1.1.  Program Concepts and Responsibilities.
	ITEM

NO.
	ITEM
	REFERENCES

	1.
	CCO-1:  ARE PROTECTION LEVEL 1 (PL1) RESOURCES SECURED BY:
	AFI 31-101, Para 2.8.1.

	1.1.
	Controlling entry to the restricted area and the individual resource?
	AFI 31-101, Para 2.8.1.1.

	1.2.
	Providing continuous intrusion detection and surveillance at the boundary and resource?  
	AFI 31-101, Para 2.8.1.3

	1.3.
	Posting sentries when intrusion detection system (IDS) is not installed or not operational?
	AFI 31-101, Para 2.8.1.3.

	1.4.
	Providing dedicated response elements inside and outside the restricted area?
	AFI 31-101, Para 2.8.1.4.

	1.5.
	Expanding the security area of interest through the use of a successive series of security screens and active patrolling to reduce the standoff threat?  
	AFI 31-101, Para 2.8,1.2.

	2.
	CCO-2:  ARE PL2 RESOURCES SECURED BY:
	AFI 31-101, Para 2.8.2.

	2.1.
	Controlling entry to the restricted area?  
	AFI 31-101, Para 2.8.2.1.

	2.2.
	Providing continuous intrusion detection and surveillance at the Restricted area boundary and individual post sentries when IDS is not installed or not operational?  
	AFI 31-101, Para 2.8.2.2.

	2.3.
	Maintaining dedicated Response Elements inside and outside the restricted area?  
	AFI 31-101, Para 2.8.1.4.

	3.
	ARE SECURITY FORCES IN THE RESTRICTED AREA SECURING PL2 RESOURCES? 
	AFI 31-101, Para 2.3.

	4.
	Identifying Protection Levels Resources:
	AFI 31-101, Para 2.3.

	4.1
	If the security priorities for specific critical resources discussed in Chapters 8 through 12 conflict with the requirements in Chapters 13 through 26, are the procedures in Chapters 13 through 26 applied?  
	AFI 31-101, Para 2.8.

	4.2.
	Is the Installation Security Instructions (ISI) used to identify the protection level resources on the installation or dispersed sites supported by the installation?  
	AFI 31-101, Para 3.3.

	4.3.
	Are peacetime alert crews or billets assigned as Protection Level? (Prohibited)
	AFI 31-101, Para 14.8.

	4.4.
	Do aircraft removed from their restricted areas for maintenance retain a protection level (PL)? 
	AFI 31-101, Para 14.7.1.1.

	4.5.
	Are local procedures established to ensure that Security Forces know where to find aircraft undergoing maintenance?  
	AFI 31-101, Para 14.7.1.2.

	4.6.
	Do owning-and-using personnel secure maintenance hangars and notify security forces when aircraft are left unattended?  
	AFI 31-101, Para 14.7.1.3.

	4.7.
	Is a protection level assigned based on the presence of classified information, installed classified equipment or classified material carried as cargo?  
	AFI 31-101, Para 14.2.

	5.
	Establishing protection levels.  Do security support plans address the need to change resource based on increased military tension and do they provide the conduit for the additional security manpower and equipment needed to implement required protection?  
	AFI 31-101, Para 2.2.

	6.
	Security for transit aircraft
	AFI 31-101, Para 14.6.

	6.1.
	Has the aircraft commander preplanned en route security?  
	AFI 31-101, Para 14.6.1.2.

	6.2.
	Do responsible aircrews guard the aircraft until adequate security is in place?  
	AFI 31-101, Para 14.6.1.3.1.

	6.3.
	If an aircraft must be left in a location that doesn’t have adequate security, does the aircraft commander contact the home base security forces to assist in security arrangements?  
	AFI 31-101, Para 14.6.1.3.2.

	7.
	Is the security force capable of: 
	AFI 31-101, Para 10.1.

	7.1.
	Detecting unusual occurrences?  
	AFI 31-101, Para 10.2.3.

	7.2.
	Delaying and denying entry of unauthorized individuals to PL resources?
	AFI 31-101, Para 10.2.3.

	7.3.
	Initiating an immediate alarm?  
	AFI 31-101, Para 10.2.3.

	7.4.
	Providing appropriate armed response?  
	AFI 31-101, Para 10.2.3.

	7.5.
	Discriminating between hostile acts and other occurrences?  
	AFI 31-101, Para 10.2.3.

	7.6.
	Initiating the proper threat condition (FPCON) and contingency action?
	AFI 31-101, Para 10.2.3.

	7.7.
	Employing security forces as economically as possible?  
	AFI 31-101, Para 10.2.3.

	8.
	Restricted Areas
	AFI 31-101, Para 3.4.

	8.1.
	Has the installation commander issued, approved, and assured implementation of the ISI as an installation directive?  
	AFI 31-101, Para 3.3.1.

	8.2.
	State that restricted areas and controlled areas are established “pursuant to DOD Directive (DODD) 5200.8, Security of DOD Installations and Resources, 25 Apr 91, and Section 21, Internal Security Act of 1950 (50 U.S.C. 797)?”  
	AFI 31-101, Para 3.3.4.1.

	8.3.
	State that all personnel must obtain specific written permission to enter restricted and controlled areas?
	AFI 31-101, Para 3.3.4.2.

	8.4.
	Designate restricted areas by describing their location and noting that warning signs mark them?  
	AFI 31-101, Para

3.3.4.3.

	8.5.
	Establish entry and internal controls for all restricted areas?  
	AFI 31-101, Para 3.3.4.4.

	8.6.
	Include a list, in order of importance, of all resources that have a protection level designation?
	AFI 31-101, Para 3.3.4.5.

	8.7.
	State the security responsibilities of personnel in and working in controlled areas?  
	AFI 31-101, Para 3.3.4.6.

	8.8.
	Give the installation CSF authority to establish security post priority lists and to determine which posts go unmanned during personnel shortages?  
	AFI 31-101, Para 3.3.4.7.

	8.9.
	Assign normal security support tasks for units on the installation?  
	AFI 31-101, Para 3.3.4.8.

	9.
	National Defense Areas
	AFI 31-101, Para 3.5.

	9.1.
	If required, does the installation commander, through the on-scene commander, establish a National Defense Area (NDA)?  
	AFI 31-101, Para 3.5.1.

	9.2.
	Are the following minimum requirements met when establishing an NDA:  
	AFI 31-101, Para 3.5.3.

	9.2.1.
	Is a temporary barrier used to mark the boundary of the area?  
	AFI 31-101, Para 3.5.3.1.

	9.2.2. 
	Is Air Force Visual Aid (AFVA) 31-102, Restricted Area Sign-National Defense Area, Aug 90, posted?  
	AFI 31-101, Para 3.5.3.2.

	9.2.3.
	Is the situation explained to landowners, including why the NDA needs to be set up and the kind of controls that are in effect?  
	AFI 31-101, Para 3.5.3.3.

	9.2.4.
	If possible, is the consent and cooperation of the landowner obtained, and if not, is the NDA established anyway?  
	AFI 31-101, Para 3.5.3.4.

	9.2.5.
	To the greatest extent possible, are civilian authorities given the responsibility of handling civilian arrests and detentions?  
	AFI 31-101, Para 3.5.3.5.

	9.2.6.
	If the local authorities are not present, are military personnel given the responsibility of detaining violators or trespassers?  
	AFI 31-101, Para 3.5.3.5.

	9.2.7.
	Is the Judge Advocate representative involved in the release of violators and trespassers to the proper authorities?  
	AFI 31-101, Para 3.5.3.5.

	10.
	Free Zones
	AFI 31-101, Para 3.7.

	10.1.
	ARE FREE ZONES CREATED INSIDE RESTRICTED AREAS WHEN CONSTRUCTION PROJECTS AND SIMILAR ACTIVITIES MAKE NORMAL CIRCULATION CONTROLS INAPPROPRIATE?  
	AFI 31-101, Para 3.7.

	10.2.
	Is the USAF organization or agency most directly associated with the project, watching the free zone boundary, providing escorts, and preventing unauthorized entry into the restricted area?  
	AFI 31-101,Para 3.7.2.2.

	10.3.
	For free zone areas containing non-nuclear resources, is the free zone boundary marked with elevated ropes, barriers, fencing, or other suitable materials, to clearly delineate it from the restricted area?  
	AFI 31-101, Para 3.7.2.3.

	10.4.
	If a contractor is doing the work, does the Installation Contracting officer give the contractor a letter signed by the installation or group commander responsible for the security of the area, outlining the contractor’s security responsibilities?
	AFI 31-101, Para 3.7.1.

	10.5.
	For free zone areas containing non-nuclear resources, are free zones closed and secured at the end of normal working hours?  
	AFI 31-101, Para 3.7.2.4.

	11.
	Installation Security Council
	AFI 31-101, Para 4.2.

	11.1
	Has the wing commander or designee at installations supporting priority resources appointed the members of the ISC?  
	AFI 31-101, Para 1.7.

	11.2.
	Does the Installation Security Council: 
	AFI 31-101, Para 1.7. and 4.2.

	11.2.1.
	SELECT AND DESIGNATE RESTRICTED AREAS?  
	AFI 31-101, Para 4.2.4.1.

	11.2.2.
	Ensure that the installation provides adequate personnel, equipment, and facilities for protection level?
	AFI 31-101,Para 

4.2.4.2.

	11.2.3.
	Monitor ongoing security enhancement projects?  
	AFI 31-101, Para 4.2.4.3.

	11.2.4.
	Review and approve entry control procedures for free zones?  
	AFI 31-101, Para 4.2.4.4.

	11.2.5.
	Review both the ISP and ISR?  
	AFI 31-101, Para 4.2.4.5.

	11.2.6. 
	CONDUCT ANNUAL REVIEWS OF ALL DEVIATIONS OR WAIVERS IN EFFECT?  
	AFI 31-101, Para 4.2.4.6.

	12.
	Normal Security Operations
	AFI 31-101, Para 4.3.

	12.1.
	Are the Installation Security Instructions (ISI) used as the basis for normal security operations?
	AFI 31-101, Para 4.3.

	12.2.
	DO SECURITY FORCES PLANNERS USE THE ISI TO PRIORITIZE POST ASSIGNMENTS ACCORDING TO THE IMPORTANCE OF EACH POST TO THE OVERALL SECURITY OF THE INSTALLATION’S RESOURCES?  
	AFI 31-101,Para 4.3.2.

	12.3.
	Do Security Forces Planners use the ISI to develop operating instructions?  
	AFI 31-101, Para 4.3.4.

	12.4.
	Are Operating Instructions detailed and do they include higher headquarters directives in local procedures?  
	AFI 31-101, Para 4.3.3.

	12.5.
	Do Security Forces Planners use the ISI to develop Security Forces checklists?
	AFI 31-101, Para 4.3.4.

	12.6.
	Are long, complicated instructions condensed into concise, step-by-step checklists for security controllers and posted sentries to use?  
	AFI 31-101, Para 4.3.4.

	13.
	Contingency Security Operations
	AFI 31-101, Para 4.4.

	13.1
	Is the Installation Security Plan (ISP) used as the basic planning document for contingency operations?  
	AFI 31-101, Para 4.4.

	13.2.
	Do installations that routinely manage protection level resources publish an ISP?  
	AFI 31-101, Para 4.10.2.

	13.3.
	Do installation commanders issue, approve, and assure implementation of the action outlined in the ISP? 
	AFI 31-101, Para 4.10.2.1.

	13.4.
	If an ANG unit is tenant on an installation, have they published a security annex to the host ISP?  
	AFI 31-101, Para 4.10.3.1.

	13.5.
	When USAF aircraft make emergency or precautionary landings at nonmilitary airfields, does the nearest USAF installation provide necessary security?  
	AFI 31-101, Para 4.6.

	13.6.
	If they apply to the mission, is a contingency plan developed for the following events: 
	AFI 31-101, Para 4.5. and 4.12.

	13.6.1.
	Natural disaster?  
	AFI 31-101, Para 4.12.1.

	13.6.2.
	Civil disturbance or riot threatening priority resources?  
	AFI 31-101, Para 4.12.2.

	13.6.3.
	Overt attack on a restricted area?  
	AFI 31-101, Para 4.12.3.

	13.6.4.
	Implementation of FPCON measures?  
	AFI 31-101, Para 4.12.4.

	13.6.5.
	The need to deploy security forces or to get additional security forces?  
	AFI 31-101, Para 4.12.5.

	13.6.6.
	Receipt of Presidential, senior executive mission aircraft (SENEX), specifically designated special air mission aircraft (SDSAM), or special air mission (SAM) aircraft?  
	AFI 31-101, Para 4.12.6.

	13.6.7.
	Anti-hijack and anti robbery measures?
	AFI 31-101, Para 4.12.7.

	13.6.8.
	Arrival of unidentified or unannounced military or commercial aircraft?  
	AFI 31-101, Para 4.12.12.

	13.6.9.
	Bomb threat and hostage situations?
	AFI 31-101, Para 4.12.8.

	13.6.10.
	Mass casualty incidents, and mobility? 
	AFI 31-101, Para 4.12.9.

	13.6.11.
	Protection of resident and transient DVs and resources secured by civilian (contact) police if work stoppage or workout occurs?
	AFI 31-101, Para 4.12.10.

	13.6.12.
	AA&E shipment and protection of MNSAs. (See AFMAN 32-4004, Emergency Response Options)
	AFI 31-101, Para 4.12.11.

	13.6.13.
	Safe parking for transuranic waste material. (See AFMAN 32-4004, Emergency Response Options)
	AFI 31-101, Para 4.12.13.

	13.6.14.
	Chemical and biological agent?
	AFI 31-101, Para 4.12.14.

	13.6.15.
	Response to workplace violence situation?
	AFI 31-101, Para 4.12.15.

	13.6.16.
	Response to child development center and similar facilities?  (If applicable)
	AFI 31-101, Para 4.12.17.

	13.7.
	Does the ISP OPR (CSF) write the ISP in the appropriate USAF or Joint Chiefs of Staff OPlan format and file the master copy?  
	AFI 31-101, Para 4.11.

	14.
	Security Program Exercise: 
	AFI 31-101, Para 7.4.

	14.1
	Do local exercises conducted every six months include at least one FPCON and a contingency action requiring other agency participation?
	AFI 31-101, Para 7.4.1.


Table 1.2. Security Reporting and Alerting Systems.

	ITEM

NO.
	ITEM
	REFERENCES

	1.
	When sending a FPCONS increase or decrease message, are all MAJCOM/SFS, HQ AFSFC/CC, and HQ USAF/XOF included in the “TO” block?  
	AFI 31-101 Para 5.4.2.3.

	2.
	Are FPCONS changes implemented by a local commander or designee sent as an OPREP-3 BEELINE, according to USAF reporting instructions?  
	AFI 31-101 Para 5.6.

	3.
	Helping Hand Reporting
	AFI 31-101 Para 5.3.

	3.1. 
	CCO-3:  ARE HELPING HAND INCIDENTS REPORTED TO CSC BY ANY MEANS AVAILABLE BY ANYONE WHO WITNESSES OR DISCOVERS THE PROBLEM?  
	AFI 31-101 Para 5.3.1.

	3.2.
	Do Security Forces immediately investigate HELPING HAND situations?  
	AFI 31-101 Para 5.3.1.

	3.3.
	Are HELPING HAND reports numbered sequentially and reported in ZULU time?
	AFI 31-101 Para 5.3.1.

	3.4.
	When no hostile event occurred, did CSC request the authority to terminate the HELPING HAND through the installation commander or designee?
	AFI 31-101 Para 5.3.2.

	4.
	Covered Wagon Reporting
	AFI 31-101 Para 5.4.

	4.1.
	CCO-4:  ARE COVERED WAGON REPORTS SENT TO HIGHER LEVEL HEADQUARTERS THAT AN UNUSUAL INCIDENT AFFECTING PROTECTION LEVEL 1,2, OR 3 RESOURCES PROBABLE OR ACTUALLY HOSTILE, OCCURRED AT AN INSTALLATION OR DISPERSED SITE?   
	AFI 31-101 Para 5.4.

	4.2.
	Are all MAJCOM/SFS, HQ USAF/XOF, and HQ AFSFC/SC included as addressees in the "TO" section of all COVERED WAGON messages?  
	AFI 31-101 Para 5.4.2.3.

	4.3.
	Do installation security planners work with non-USAF tenants to cooperate and coordinate on FPCONS procedures?  
	AFI 31-101 Para 5.4.3.

	4.4.
	Does the installation commander, or designee, submit an OPREP-3 BEELINE from the installation command post to report cancellation of a COVERED WAGON?  
	AFI 31-101 Para 5.4.5.2.

	5.
	Down-Channel Alerting
	AFI 31-101 Para 5.2.

	5.1.
	CCO-5:  HAVE LOCAL USAF PLANNERS ESTABLISHED WRITTEN PROCEDURES THAT SECURE USAF RESOURCES AT THE APPROPRIATE LEVEL IN THE EVENT OF A FPCOM?  
	AFI 31-101 Para 5.2.3.

	5.2.
	DOES THE INSTALLATION COMMANDER IMPLEMENT THE FPCONS DIRECTED BY A FPCAM?  
	AFI 31-101 Para 5.7.2.

	5.3.
	Does a FPCONS implemented in response to a FPCAM remain in effect until the originating or higher-level authority cancels it?  
	AFI 31-101 Para 5.7.2.


Table 1.3.  The Security Deviation Program.

	ITEM

NO.
	ITEM
	REFERENCES

	1.
	SECURITY DEVIATION PROGRAM.  IF THE UNIT IS NOT ABLE TO SECURE PROTECTION LEVEL RESOURCES ACCORDING TO DOD AND AIR FORCE POLICIES, HAS A DEVIATION PROGRAM BEEN ESTABLISHED?  
	AFI 31-101,Para 6.1.

	2.
	Categorizing Deviations
	AFI 31-101, Para 6.3.

	2.1.
	Are deviations categorized as permanent (exception), temporary (waiver), or technical (variance)? 
	AFI 31-101, Para 6.3.

	2.2.
	Are permanent deviations or exceptions requested when a security-threatening condition exists that cannot be corrected or when correcting a problem would be cost-prohibitive?  
	AFI 31-101, Para 6.3.1.

	2.3.
	Do the conditions approved as permanent deviations have compensatory measures and granted for no more than 3 years?  
	AFI 31-101, Para 6.3.1.

	2.4.
	Does the unit request a temporary deviation or waiver when a correctable, security-threatening condition exists?  
	AFI 31-101, Para 6.3.2.

	2.5.
	Do the conditions approved as a temporary deviation have compensatory measures?
	AFI 31-101, Para 6.3.2.

	2.6.
	Does the unit request a technical deviation or variance when a condition exists that doesn’t threaten security but technically differs from established requirements? 
	AFI 31-101, Para 6.3.3.

	3. 
	Are deviations involving the security of tenant unit resources sent through host command channels to the tenant MAJCOM headquarters for coordination?  
	AFI 31-101, Para 6.6.1.2.

	4.  
	CCO-6:  HAS THE UNIT COMPENSATED FOR THE SPECIFIC SECURITY THREAT CREATED BY A DEFICIENCY?  
	AFI 31-101, Para 6.9.

	4.1.
	Do Security Forces facilities, equipment, and procedures that are already required to serve a protection level resources, NOT qualify as compensatory measures?  
	AFI 31-101, Para 6.9.

	4.2.
	 Is the use of instructions to “increase vigilance” as compensatory measures adequate?  
	AFI 31-101, Para 6.9.

	4.3.
	HAVE SECURITY FORCES SUPERVISORS INFORMED SECURITY FORCES OF THE DEVIATIONS IN THEIR ASSIGNED AREAS AND INSTRUCTED THEM ON REQUIRED COMPENSATORY MEASURES?  
	AFI 31-101, Para 6.9.1.

	4.4.
	ARE ALL OTHER DEVIATIONS CONSIDERED WHEN REQUESTING AND APPROVING DEVIATIONS TO PREVENT A COMBINATION OF INDIVIDUAL DEVIATIONS FROM CREATING AN OVERALL SECURITY PROBLEM?
	AFI 31-101, Para 6.4.

	5.
	Are deviations documented on the AF Form 116 and submitted for formal approval?
	AFI 31-101, Para 6.5.

	5.1.
	Is the unit not applying for formal approval if the directive from which they are deviating specifically states it is not necessary?  
	AFI 31-101, Para 6.5.

	5.2.
	Does the unit apply for a formal deviation when not required?  
	AFI 31-101, Para 6.5.

	5.3.
	Is the unit that finds the deficiency notifying the approving authority and compensating for the problem?  
	AFI 31-101, Para 6.7.2. 


2.  Control Measures, Forces, Facilities and Equipment

Table 2.1.  Installation Entry and Internal Control Procedures.

	ITEM

NO.
	ITEM
	REFERENCES

	1.
	CCO-7:  IS THE AF FORM 2586, UNESCORTED ENTRY AUTHORIZATION CERTIFICATE, USED TO DOCUMENT, COORDINATE, AND APPROVE UNESCORTED ENTRY AUTHORITY?  
	AFI 31-101, Para 9.2.

	1.1.
	Is unescorted entry never granted solely to avoid the inconvenience of escorted entry?  
	AFI 31-101, Para 9.2.

	1.2.
	Does the individual's unit commander or designee complete Sections I, II, and III, and Columns 1, 2, and 3 of Section IV?  
	AFI 31-101, Para 9.2.2.

	1.3.
	When completing Column 2 (Escort Official) of Section IV, does the unit commander indicate whether the individual has escort authority by typing "Yes" or "No" in this block?  
	AFI 31-101, Para 9.2.2.

	1.4.
	DOES THE APPROVING OFFICIAL COMPLETE THE APPLICABLE PORTIONS OF SECTION IV?  
	AFI 31-101, Para 9.2.2.1.

	1.5.
	HAS THE INSTALLATION COMMANDER DESIGNATED APPROVING OFFICIALS FOR EACH AREA BY NAMING THEIR POSITIONS IN THE INSTALLATION SECURITY INSTRUCTION?  
	AFI 31-101, Para 9.2.2.1.

	1.6.
	Have approving officials typed or printed their names in the signature blocks and signed the forms?  
	AFI 31-101, Para 9.2.2.

	1.7.
	If applicable, does the approving official who signs Section IV also serve as the approving official for unescorted entry and escort authority?  
	AFI 31-101, Para 9.2.2.

	1.8.
	Have the designees granted themselves unescorted entry? (Prohibited)
	AFI 31-101, Para 9.2.2.3.

	1.9.
	Is a form of signature verification used (i.e., DD Form 577 or letter showing sample signatures) for those persons signing Sections II and IV?  
	AFI 31-101, Para 9.2.2.4.

	2. 
	Are the following procedures followed to issue restricted area badges?
	AFI 31-101, Para 9.2.3. and 9.4.3.

	2.1.
	Does the individual applying for unescorted entry carry the completed AF Form 2856 to the badge-issuing official?  
	AFI 31-101, AMC SUP. 9.4.3.

	2.2.
	Does the badge-issuing official complete Section V, authenticate it, and issue the restricted area badge?  
	AFI 31-101, Para 9.4.3.

	2.3.
	ARE ONLY THOSE INDIVIDUALS ASSIGNED TO THE BADGE-ISSUING ACTIVITY AND APPOINTED IN WRITING BY THE INSTALLATION CSF ACTING AS ISSUING OFFICIALS?  
	AFI 31-101, Para 9.3.

	2.4.
	Are only approved abbreviations used to indicate, "grade;” OFF (officer), ENL (enlisted), CIV (civilian)?  
	AFI 31-101, Para 9.4.3.1.1.

	2.5.
	Are only the last six numbers of the bearer's social security number entered in the block marked "SSN?"  
	AFI 31-101, Para 9.4.3.1.2.

	2.6.
	Are unused numbers blocked out on the badge to show specific restricted areas on the installation where the bearer may not enter unescorted?  
	AFI 31-101, Para 9.4.3.1.3.

	2.7.
	IS A LOCALLY DEVISED CODE FEATURE ADDED TO THE BADGE BEFORE LAMINATION?  
	AFI 31-101, Para 9.4.3.1.4.

	2.8.
	Are designated escort officials identified by a capital letter "E" typed or stamped to the right of the numbers 1 to 10, or to the left of numbers 11 to 20, to show the restricted area where they may perform escort official duties?  
	AFI 31-101, Para 9.4.3.1.5.1.

	2.9.
	If RABs are coded for use with AECS, or physically on the AF Form 1199 for the level of security clearance, PRP status, and special access programs, has the unit NOT used specific terms which are visible on the form such as PRP, top secret, secret, etc.?  
	AFI 31-101, Para 9.4.3.3.

	2.10.
	IS THE RAB USED AS THE SOLE VERIFICATION TO GRANT ACCESS TO CLASSIFIED INFORMATION? (Prohibited)
	AFI 31-101, Para 9.4.3.3.

	2.11.
	Does the ISI specify unit responsible for initiating the AF Form 2586?  
	AFI 31-101, Para 9.2.

	2.12.
	IS THE ORIGINAL AF FORM 2586 RETURNED TO THE BADGE-REQUESTING ORGANIZATION WHERE IT IS KEPT ON FILE?  
	AFI 31-101, Para 9.2.5.

	2.13.
	DO BADGE-ISSUING OFFICIALS STORE BLANK BADGES IN A LOCKED STEEL CABINET OR SOMEWHERE MORE SECURE?  
	AFI 31-101, Para 9.4.2.

	2.14.
	Do badge-issuing officials inventory each badge by serial number and advise the sender of any discrepancies?  
	AFI 31-101, Para 9.5.1.

	2.15.
	Is each series of forms logged on separate copies of AF Form 335?  
	AFI 31-101, Para 9.5.1.

	2.16.
	Is each badge serial number entered in Column A and the local badge number, if used, in Column D, re-titled “local badge number?”  
	AFI 31-101, Para 9.5.1.1.1. and 9.5.1.1.2.

	2.17.
	Is the AF Form 213 attached along with reports of investigations for lost badges and certificates of destruction?  
	AFI 31-101, Para 9.5.1.2.

	2.18.
	Is a letter or Air Force General Purpose Form used to record destruction?  
	AFI 31-101, Para 9.5.3.3.

	2.19.
	Is the following minimum information recorded:  all badge numbers destroyed, date of destruction, and signature of an authorized destruction official?  
	AFI 31-101, Para 9.5.3.3.2. thru 9.5.3.3.3.

	2.20.
	Are automated badge-making materials (card stock and specifically marked laminates) secured?  
	AFI 31-101, Para 9.4.2.

	2.21.
	If badge-issuing officials find a blank badge missing, does the installation CSF conduct the required investigation to determine the reason for the loss?  
	AFI 31-101, Para 9.4.6.1.

	2.22.
	If badge-issuing officials can't use a blank badge, do they mark the AF Form 335 to show why they can't issue the badge?  
	AFI 31-101, Para 9.4.3.

	2.23.
	IF THE BEARER LOSES THE BADGE, DOES THE COMMANDER OR DESIGNEE INVESTIGATE THE LOSS AND SEND A COPY OF THE REPORT TO THE BADGE-ISSUING OFFICIAL?  
	AFI 31-101, Para 9.4.6.2.

	2.24.
	Is the loss investigated and reported before reissuing a badge?  
	AFI 31-101, Para 9.4.6.2.

	2.25.
	Does the Security Forces issuing official destroy surrendered or confiscated badges immediately and annotate the destruction? 
	AFI 31-101, Para 9.2.7.

	2.26.
	Are commanders accounting for any confiscated badges held pending a final decision to disqualify personnel?  
	AFI 31-101, Para 9.2.7.

	2.27.
	Does the installation CSF appoint a commissioned officer or senior NCO to audit all badges in stock annually?  
	AFI 31-101, Para 9.5.2.

	2.28.
	DO ISSUING OFFICIALS CONDUCT AN INVENTORY OF IN-STOCK BADGES BEFORE A NEW OFFICIAL TAKES CHARGE?  
	AFI 31-101, Para 9.5.2.

	2.29.
	Is AF Form 335 used to account for issued badges during an audit or inventory?
	AFI 31-101, Para 9.5.

	2.30.
	Do bearers report damaged or indistinct badges to their unit commander and bring the original copy of AF Form 2586 and the original badge to the badge-issuing activity?
	AFI 31-101, Para 9.4.6.3.

	2.31.
	When conducting a reissue, do badge-issuing activities mark the badge number on all copies of AF Form 2586?  
	AFI 31-101, 9.4.7.2.

	2.32.
	IS A MASS REISSUE OF ALL BADGES FOR AN INSTALLATION OR AREA CONDUCTED WHEN A COMPROMISE OF THE BADGE SYSTEM IS INDICATED, OR THE COMMANDER LOSES CONFIDENCE IN THE SYSTEM?  
	AFI 31-101, Para 9.4.7.4.

	2.33.
	Are the procedures for individual reissue followed when reissuing badges for the entire installation?  
	AFI 31-101, Para 9.4.7.4.

	2.34.
	When badge bearers leave an installation for another assignment, or separate because of a discharge, or retire, do unit commanders or designees ensure that they hand-carry their badges and the original copy of AF Form 2586 to the badge-issuing office at least one workday before leaving?  
	AFI 31-101, Para 9.5.3.

	2.35.
	Does the badge-issuing office receive all personnel departure notices and establish a suspense system for departing personnel badges and copies of AF Form 2586?
	AFI 31-101, Para 9.5.3.1.

	2.36.
	Unless unit commanders or designees have delayed a departure date and have proposed a new one in writing or telephone, are all badges destroyed on, or before, the date listed in the departure notice?  
	AFI 31-101, Para 9.5.3.2.

	2.37.
	Is a procedure established verifying that unit commanders ensure that badges issued to personnel whose entry authority is permanently withdrawn are returned immediately to the badge-issuing office?  
	AFI 31-101, Para 9.2.7.

	2.38.
	When reissuing a badge to add an area, is the remarks section of the original copy of the AF Form 2586 annotated at the bearer’s unit, “Add area X,” and is the name and signature of the individual’s commander or designee included?  
	AFI 31-101, Para 9.4.4.

	2.39.
	Is the new area added in Section IV and is normal area coordination accomplished?
	AFI 31-101, Para 9.4.4.

	2.40.
	If the AF Form 2586 remarks section does not have sufficient space to annotate, is a new AF Form 2586 completed?  
	AFI 31-101, Para 9.4.4.

	2.41.
	Does the badge-issuing activity verify the form and issue the new restricted area badge?  
	AFI 31-101, Para 9.4.4.2.1.

	2.42.
	Does the bearer hand-carry the original badge, the newly annotated original copy of the AF Form 2586, and a copy of the newly annotated AF Form 2586 to the badge-issuing activity?  
	AFI 31-101, Para 9.4.4.1.

	2.43.
	Does an individual's unit commander or designee annotate the original copy of the AF Form 2586, “Delete area X?”  
	AFI 31-101, Para 9.4.5.

	2.44.
	If the AF Form 2586 remarks section does not have sufficient space to annotate, is a new AF Form 2586 completed?  
	AFI 31-101, Para 9.4.5.

	2.45.
	Does the bearer hand-carry the old badge, the annotated original copy of the AF Form 2586, and a copy of the newly annotated AF Form 2586 to the badge-issuing activity?  
	AFI 31-101, Para 9.4.7.1.

	2.46.
	On all copies of the AF Form 2586, does the badge-issuing activity add the new badge number, strike out the deleted area, and mark the form "deleted?”  
	AFI 31-101, Para 9.4.7.2.

	3.
	Maintaining AF Form 2586: Has each unit established the number of copies of AF Form 2586 required?
	AFI 31-101, Para 9.2.4.

	4.
	Establishing Temporary Badging Systems
	AFI 31-101, Para 9.6.

	4.1.
	ARE ONLY PROFESSIONAL BADGING SYSTEMS USED?  
	AFI 31-101, Para 9.6.1.

	5.
	Controlling Unescorted Entry
	AFI 31-101, Para 9.6.2.

	5.1.
	If personnel use a RAB at more than one installation for unescorted entry, is it used with a valid EAL?  
	AFI 31-101, Para 9.7.4.

	5.2.
	Do personnel remove RABs when not within the restricted area?  
	AFI 31-101, Para 9.7.5.

	6.
	Using Single Badges
	AFI 31-101, Para9.4.8.

	6.1.
	CCO-8:  DOES THE ENTRY CONTROLLER (EC) COMPARE THE PHOTOGRAPH AND OTHER IDENTITY DATA ON THE BADGE WITH THE BEARER’S PHYSICAL CHARACTERISTICS?  
	AFI 31-101, Para 9.4.3.

	6.2.
	CCO-9:  WHEN USING THE SINGLE BADGE SYSTEM, ARE ANY OF THE FOLLOWING SYSTEMS EMPLOYED: PERSONAL RECOGNITION, CHECKING SIGNATURES/CREDENTIALS, EALS, VERIFYING ENTRY AUTHORITY BY TELEPHONE/RADIO, OR SIGNING/COUNTERSIGNING? 
	AFI 31-101, Para 9.9.4.2.

	6.3.
	Is personal recognition used only after the EC has initially verified the individual’s authority to enter the restricted area?  
	AFI 31-101, Para 9.9.1.

	6.4.
	When using checking signatures and credentials technique in addition to the single-badge system, does the EC ask the bearer to produce a personal ID credential with a picture and signature and does the EC compare this data with the data on the RAB?  
	AFI 31-101, Para 9.9.2.

	6.5.
	When using EALs in addition to the single-badge system, does the EC compare entry credentials with information contained on the EAL, ensuring accuracy between the two documents?  
	AFI 31-101, Para 9.9.3.

	6.6.
	When using verification of entry authority by telephone or radio, in addition to the single-badge system, do designated unit dispatching agencies or similar authorities notify CSC when a person needs to enter the area and do security controllers verify that they received the information, informing the EC of the impending entry?  
	AFI 31-101, Para 9.9.4. thru 9.9.4.2.

	6.7.
	Are there locally developed emergency entry procedures for responding emergency personnel?
	AFI 31-101, Para 9.7.11.

	7.
	Using Duress Codes
	AFI 31-101, Para 9.7.8.

	7.1.
	Does the installation protect the duress code by revealing it only to those who need to know it, physically safeguarding it, and changing it every six months or when compromise is suspected?  
	AFI 31-101, Para 9.7.8.2.

	7.2.
	DO ALL ARMED SECURITY FORCE MEMBERS KNOW THE DURESS CODE?  
	AFI 31-101, Para 9.7.8.1.

	8.
	Unescorted Entry to Non-nuclear Restricted Areas
	AFI 31-101, Para 9.8.

	8.1.
	DO SECURITY PERSONNEL PROHIBIT PRIVATELY OWNED VEHICLES FROM DRIVING OR PARKING IN PERMANENT RESTRICTED AREAS WITH NONNUCLEAR PL-1 AND PL-2 ALERT AIRCRAFT, OR PARKING IN EXTERNAL CLEAR ZONES?  
	AFI 31-101, Para 9.7.7.

	9.
	Using Escorted Entry Procedures
	AFI 31-101, Para 9.11.

	9.1.
	HAS THE INSTALLATION COMMANDER DESIGNATED ESCORT OFFICIALS BY SIGNING THE APPROVING OFFICIAL’S SIGNATURE BLOCK IN SECTION IV OF THE AF FORM 2586 FOR EACH AREA WHERE ESCORT AUTHORITY IS GRANTED? 
	AFI 31-101, Para 9.2.2.5.

	9.2.
	Do escort officials escort all people without unescorted entry authority, assume responsibility for the safe and secure conduct of visitors, and personally keep visitors under surveillance and control, or designate an escort to do so?  
	AFI 31-101, Para 9.11.3.

	9.3.
	Are visitors briefed on local security rules before they enter the restricted area?
	AFI 31-101, Para 9.11.3.3.

	9.4.
	Are escort and escort official training conducted as part of Phases I and II, Physical Security Awareness Training?  
	AFI 31-101, Para 9.11.1.

	9.5.
	Is a locally devised lesson plan and test used to train and formally certify escort officials?  
	AFI 31-101, Para9.11.1.

	9.6.
	Are escort officials re-certified annually and/or when any significant change occurs in visitor procedures?  
	AFI 31-101, Para 9.11.1.

	10.
	Visiting Restricted Areas
	AFI 31-101, Para 9.12.

	10.1.
	When visitors are in PL 2 and 3 areas, does an EAL support the visit?  
	AFI 31-101, Para9.12.

	10.2.
	Are EALs posted at the applicable entry control points and/or CSC?  
	AFI 31-101, Para 9.10.

	10.3.
	Does the installation maintain the EAL as a computer product, card file, AF Form 2586-file, message, or letter?  
	AFI 31-101, Para 9.10.1.

	10.4.
	Is a formal procedure used for authenticating and distributing EALs through a security forces supervisor?  
	AFI 31-101, Para 9.10.1.

	10.5.
	For all authorized personnel, does the EAL include the following:  name, rank, and last six numbers of the SSN; organization; badge number; clearance status; dates of visit (if applicable); and expiration date?  
	AFI 31-101, Para 9.2 thru 9.10.2.6.

	10.6.
	Are personnel, who are assigned to the installation and who need escort to perform official duties within the restricted area, not considered visitors and processed as outlined in Para 5.12.4.? 
	AFI 31-101, Para 9.11.

	10.7.
	Do visitors obtain specific approval before being escorted into a restricted area? 
	AFI 31-101, Para 9.12.

	10.8.
	Do individuals visiting restricted areas formally request approval beforehand and address the request to the installation commander?
	AFI 31-101, Para 9.12.1. 

	10.9.
	Do the written requests include name, SSN, and rank; duty title; clearance status; military, government, or civilian agency affiliation; date of the proposed visit; the host installation agency sponsoring the visit; and the reason for the visit?  
	AFI 31-101, Para 9.12.1. thru 9.12.7.

	10.10.
	Is a record of the visit maintained on the AF Form 1109?  Exception:  A record of the visit need not be maintained for areas containing only PL-3 resources.  
	AFI 31-101, Para 9.11.3.4.

	10.11.
	Before allowing a visitor to enter the restricted area, does the EC and escort official establish:  the visitor’s identity, reason for entering, and duration of the visit?  
	AFI 31-101, Para 9.12.1.7.

	10.12.
	For restricted areas containing only PL-3 resources, do escort officials inspect the visitor’s vehicle and certify to the EC, if assigned, that the inspection was conducted?  
	AFI 31-101, Para 9.11.3.2.

	11.
	Requirements for AECS
	AFI 31-101, Para 9.13.

	11.1.
	Is the unit using the AF Form 1199, CD, or computer-generated equivalent when the system is replaced?  
	AFI 31-101, Para 9.13.1.

	11.2
	If the AECS system was installed after 1 Jan 94, is the AF Form 1199, CD, used or a contractor-supplied computer-generated equivalent?
	AFI 31-101, Para 9.13.1.

	11.3.
	If a card reader is used, is this card reader compatible with AF Form 1199, CD; and can this card reader accept high coercively magnetic stripe (4000 Oersteds), American Banking Association Track Two, 75 bits per inch, 5 bits per character, and 40 characters?  
	AFI 31-101, Para 9.13.6.

	11.4.
	When using a card reader, have the security system programmers used credential-programming equipment to encode the RAB?  
	AFI 31-101, Para 9.13.6.

	11.5.
	Has the card writer formatted an agency code using a four-digit code, a system code number, a credential number using a six-digit code assigned to each card by the issuing agency, a series number, and an individual credential number?  
	AFI 31-101, Para 9.13.7.5.

	12.
	Issuing Temporary and Visitor AECS Badges
	AFI 31-101, Para 9.14.

	12.1.
	When issuing AECS badges, are the guidelines in Para 5.3. followed?  
	AFI 31-101, Para 9.14.1.

	12.2.
	Is a unique PIN assigned to each individual using AECS badges?  
	AFI 31-101, Para 9.14.2.

	12.3.
	As a minimum, does the PIN consist of at least four digits?  
	AFI 31-101, Para 9.14.2.

	12.4.
	Is a random series of numbers used that would be difficult for anyone to guess?
	AFI 31-101, Para 9.14.2.

	12.5.
	Are the last four digits of the SSN not used?  
	AFI 31-101, Para 9.14.2.

	12.6.
	Is it prohibited to list PINs and the people to whom they are assigned, or to allow individuals to write down or carry their PINs?  
	AFI 31-101, Para 9.14.2.

	12.7.
	If an individual forgets their PIN or the number is compromised, is a new one issued and are new systems designed to prevent unauthorized access to the individual’s PIN?
	AFI 31-101, Para 9.14.2.

	13. 
	Alarm Annunciation
	AFI 31-101, Para 9.13.8.

	13.1.
	Do alarms generated by AECS annunciate at locations staffed continuously during hours of use?  
	AFI 31-101, Para 9.13.

	13.2.
	Are intruders announced through systems controlled by SF at locations staffed by personnel who monitor area alarms?  
	AFI 31-101, Para 9.13.8.

	13.3.
	DO THE THREE FAILED ATTEMPTS TO GAIN ENTRY, TAILGATING (LEVEL III ONLY), DURESS ALARMS USING PREARRANGED PIN DURESS, AND WEIGHT CHECK FAILURE (LEVEL III ONLY) ALARMS ANNOUNCE POSSIBLE ATTEMPTS TO CIRCUMVENT OR BYPASS AECS?  
	AFI 31-101, Para 9.13.8.1. thru 9.13.8.4.


Table 2.2.  Security Forces, Supporting Forces, and Equipment.

	ITEM

NO.
	ITEM
	REFERENCES

	1.
	Security and Supporting Force Composition
	AFI 31-101, Para 10.1.

	1.2.
	Are AF-DOD civilian police (U.S. citizens), contractor guards, and other U.S. military services; used to secure priority resources during normal and contingency operations?
	AFI 31-101, Para 10.2.4.

	1.3.
	If a non-U.S. national normally works in a security support position, is a USAF member trained to perform the function in an emergency?  
	AFI 31-101, Para 10.2.4.2.

	2.
	CCO-10:  DO INTERNAL SRTs CONSIST OF TWO SECURITY FORCE MEMBERS DEDICATED TO A RESTRICTED AREA AND ARE THEY CAPABLE OF RESPONDING IMMEDIATELY, WITHIN FIVE MINUTES, TO ALARMS OR INCIDENTS?
	AFI 31-101, Para 10.4.9.1.

	3.
	Security Force Responsibilities
	AFI 31-101, Para 10.4.

	3.1.
	Do shift leaders oversee supervision of each shift?  
	AFI 31-101, Para 10.4.1.

	3.2.
	Do shift sergeants manage the basic operative and administrative functions of the shift and assume the duties of absent shift leaders, or serve as leaders if none are authorized?  
	AFI 31-101, Para 10.4.2. 

	3.3.
	Do squad leaders directly supervise and train fire team (FT) leaders and squad specialists such as ECs and security controllers?  
	AFI 31-101, Para 10.4.3. thru 10.4.3.2.

	3.3.
	Do security patrols consist of a security force member dedicated to a specific restricted area or individual resource and do they monitor assigned resources and respond to alarms and incidents?  
	AFI 31-101, Para 10.4.9.1.1.

	4.
	Security Force Training
	AFI 31-101, Para 4.9.

	4.1
	CCO-11:  ARE SECURITY FORCE MEMBERS THOROUGHLY FAMILIAR WITH THE USE-OF-FORCE RULES AND LOCAL THEATER-UNIQUE REQUIREMENTS? 
	AFI 31-101, Para 7.3.2.

	4.2.
	Have commanders implemented an initial and recurring physical security awareness program? 
	AFI 31-101, Para 7.2.6.

	5.
	Do all permanently assigned security force vehicles have emergency lights, sirens, and a public address system?  
	AFI 31-101,  Para 10.7.3.

	6.
	Security Force Communications
	AFI 31-101, Para 10.8.

	6.1.
	As existing non-DES systems reach the end of their life cycles, do units incorporate DES into replacement systems? 
	AFI 31-101, Para 10.8.1.

	6.2.
	Do land-mobile radios have an uninterruptible power source?  
	AFI 31-101, Para 10.8.1.

	6.3
	Does the security force radio net in support of priority resources, operate with at least two channels, or does the system allow the security force continuous communications during radio net saturation, jamming, or interference conditions?  
	AFI 31-101, Para 10.8.

	6.4.
	Are radio frequencies assigned and issued according to AF frequency authorization directives? 
	AFI 31-101, Para 10.8.2.

	6.5.
	IS EACH STATIC SECURITY FORCE MEMBER ISSUED A PORTABLE OR FIXED RADIO?  
	AFI 31-101, Para 10.8.4.1.

	6.6.
	Are FTs provided one radio per two people? 
	AFI 31-101, 

Para 10.8.4.2.

	6.7.
	Is each vehicle regularly used by the security force equipped with a mobile or portable-mobile radio?
	AFI 31-101, Para 10.8.4.3.

	6.8.
	At each installation with priority resources, is the land-mobile radio (LMR) system backed up with a landline system? 
	AFI 31-101, Para 10.8.4.6.

	6.9.
	Are landline instruments installed at each permanent static post?  
	AFI 31-101, Para 10.8.4.4.

	6.10.
	Has the unit devised manual systems to back up the LMR and landline systems?  
	AFI 31-101, Para 10.8.5.2.


Table 2.3.  Installation Security Program Facilities.

	ITEM

NO.
	ITEM
	REFERENCES

	1.
	Support Facility Requirements
	AFI 31-101,  Para 11.1.

	1.2.
	Is a windowless security force C3 room designated as a controlled area for CSC? 
	AFI 31-101, Para 11.2.1.1.

	1.3.
	Does CSC have suitable ventilation, heating or air conditioning? 
	AFI 31-101, Para 11.2.1.1.1.

	1.4.
	Does CSC have doors that lock when not in use and a cipher lock or level 1 AECS on the main entry door? (See Para 5.13. through 5.16. for information on AECS.) 
	AFI 31-101, Para 11.2.1.1.2.

	1.5.
	Does CSC have a one-way glass panel or similar viewing device set in the main door to identify people requesting entry who do not have the cipher code? 
	AFI 31-101, Para 11.2.1.1.3.

	1.6.
	CCO-12:  DOES CSC HAVE AN AUXILIARY POWER UNIT OR ALTERNATE SOURCE OF ELECTRICAL POWER THAT IS INDEPENDENT OF THE NORMAL BASE POWER SYSTEM FOR OPERATING ESSENTIAL LIGHTS, COMMUNICATION, AND ALARM EQUIPMENT DURING EMERGENCIES? 
	AFI 31-101, Para 11.2.1.1.4.

	1.7.
	Does CSC have a panel and remote annunciator display for IDS? 
	AFI 31-101, Para 11.2.1.1.5.

	1.8.
	Is the main terminal for the LMR base station and landline system located inside CSC? 
	AFI 31-101, Para 11.2.1.1.6.

	1.9.
	Is there a direct line of communication between the security force controller and the person requesting entry into CSC? 
	AFI 31-101, Para 11.2.1.1.7.

	1.10
	CCO-13:  IS THERE LAND-LINE COMMUNICATION BETWEEN CSC AND EACH FIXED, PERMANENT, STATIC SENTRY POST, COMMAND POST, CONTROL TOWER, LED, FIRE DEPARTMENT, SUBORDINATE C3 FACILITIES AND FLIGHTLINE JOB CONTROL? 
	AFI 31-101, Para 11.2.1.1.8.

	1.11.
	Does CSC have support rooms, including an office for the on-duty element leader and element sergeant, security force break room and a covered area or room for guard mount. 
	AFI 31-101, Para 11.2.1.1.9.

	1.12.
	IS THERE AN ALTERNATE CSC EQUIPPED TO SERVE AS C3 BACKUP FOR SECURITY FORCES? 
	AFI 31-101, Para 11.2.2.

	1.13.
	If alternate CSC is not housed at a continuously staffed facility, are there plans for the LED, a mobile unit, a manned post, or subordinate C3 center to provide uninterrupted C3 during transitions between the primary and alternate CSC? 
	AFI 31-101, Paras 11.2.1.2. and 11.2.2.

	1.14.
	Is the alternate CSC equipped with an auxiliary electrical power supply? 
	AFI 31-101, Para 11.2.2.2.2.

	1.15.
	At protection level 1, 2 or 3 is a 24-hour a day C-3 capability maintained?
	AFI 31-101, Para 11.2.2.

	1.16.
	If a fixed alternate CSC is used, is it equipped with two-way radio communications, preferably a base station, and direct or dial landline backup to all facilities listed in Para 7.2.1? 
	AFI 31-101, Para 11.2.2.2.1. and 11.2.2.2.3.

	1.17.
	DO INSTALLATIONS NEEDING IMMEDIATE VISUAL ASSESSMENT OF EXTERIOR IDS ALARMS, INCLUDE AN MSCF AS PART OF THE SECURITY SYSTEM? 
	AFI 31-101, Para 11.2.3. 

	1.18.
	Do all normal security fixed posts have sentry shelters and are these shelters equipped with heat, light, and ventilation? 
	AFI 31-101, Para 11.2.5.

	1.19.
	Are security force weapons, ammunition, and equipment stored in a room or facility that meets the requirements of AFI 31-209, Air Force Resource Protection Program? 
	AFI 31-101, Para 11.2.6.

	2.
	Barriers for Restricted Areas Containing Non-nuclear Resources
	AFI 31-101, Para 11.5.

	2.1.
	ARE ALL RESTRICTED AREAS CONTAINING NONNUCLEAR RESOURCES ENCLOSED WITH TYPE A FENCING? 
	AFI 31-101, Para 11.5.

	2.2.
	IS TYPE A FENCING (Para 7.4.) INSTALLED WHEN REPLACING OR CREATING NEW RESTRICTED AREA BOUNDARIES? 
	AFI 31-101, Para 11.5.

	2.3.
	In cases where terrain, soil, surface waters, and other environmental factors make it impossible to meet Type A anchoring and stabilizing criteria, does the installation document the deficiencies and compensatory measures in appropriate security force instructions and not request a formal deviation?
	AFI 31-101, Para 11.5.6.2.

	2.4
	Has fencing, which also serves as a sensor system platform, been stabilized, during installation, meeting sensor siting requirements? 
	AFI 31-101, Para 11.5.6.3.

	3.
	Clear Zones
	AFI 31-101, Para 11.7.

	3.1.
	DO ALL PERMANENT RESTRICTED AREAS CONTAINING PROTECTION LEVELS 1 AND 2 RESOURCES HAVE A 30-FOOT CLEAR ZONE? 
	AFI 31-101, Para 11.7. thru 11.7.1.2.

	3.2.
	Do all new areas (built after 3 Oct 88) containing PL 3 resources that upgrade to Protection level 1 or 2 during contingencies have a 30-foot clear zone? 
	AFI 31-101, Para 11.7.

	3.3.
	Has the belt of land that is at least 30 feet on both sides of a single boundary barrier been leveled? 
	AFI 31-101, Para 11.7.1.1.

	3.4.
	Have all possible dips, ridges, ditches, and objects that could conceal an intruder or obstruct vision been removed from permanent restricted area clear zones? 
	AFI 31-101, Para 11.7.1.3.

	3.5.
	Have poles (lighting, power, camera, etc.), overhead wires, and other features been positioned so they cannot circumvent the sensor system or fence? 
	AFI 31-101, Para 11.7.1.4.

	3.6.
	Is vegetation trimmed or pruned to avoid removing plants preventing ground erosion and to avoid cutting down protected plants? 
	AFI 31-101, Para 11.7.2.

	4.
	Facility Spacing
	AFI 31-101, Para 11.6.

	4.1.
	Is the boundary barrier for restricted areas containing PL 1 resources at least 250 feet from the base perimeter or property line?
	AFI 31-101, Para 11.6. 

	4.2.
	If the restricted area boundary is closer than 250 feet to the base perimeter or property line, has 100 feet between the boundary barrier and the resources been allowed?
	AFI 31-101, Para 11.6.

	4.3.
	Are boundary barriers at least 50 feet from the resources you are securing?  
	AFI 31-101, Para 11.6.

	5.
	Lighting Requirements for Permanent Restricted Areas Containing Non-nuclear Priority Resources
	AFI 31-101, Para 11.9.

	5.1.
	When restricted areas are fenced and the security system is designed to detect intruders at the boundary, does the boundary lighting meet the criteria outlined in Paras 7.8.1. and 7.8.1.2. Or 7.8.2.1.?
	AFI 31-101, Para 11.9.1.

	5.2.
	Are different lighting levels used depending on the mode of IVA?
	AFI 31-101, Para 11.9.1.

	5.3.
	For design and initial construction acceptance of boundary lighting, are 0.2-foot candles for human IVA and 2.0 foot candles used for CCTV IVA of alarms in the assessment zone and thereafter are the lighting ratios used in Para 7.8.1.2. for visible-light systems and  7.8.2.1. for non-visible light systems, to measure lighting standards?
	AFI 31-101, Para 11.9.1.

	5.4.
	Does the boundary system provide the lighting level required for IVA? 
	AFI 31-101, Para 11.9.1.

	5.5.
	Is the maximum-to-minimum light ratio set at less than 6:1 and are these ratios measured using the procedure described in Para 7.8.1.2? 
	AFI 31-101, Para 11.9.1.2.

	5.6.
	If the area is equipped with CCTV, do the lights provide at least 20-foot candles of illumination? 
	AFI 31-101, Para 11.9.1.

	5.7.
	When the security system doesn’t include an MSCF, is the lighting controls installed inside the ECF?
	AFI 31-101, Para 11.9.1.4.  

	5.8.
	DOES THE INSTALLATION PROVIDE SUFFICIENT LIGHTING TO DETECT INTRUDERS BEFORE THEY REACH AND DAMAGE PROTECTED RESOURCES? 
	AFI 31-101, Para 11.9.3.  

	5.9.
	Is entry-point lighting provided at all entry points protected by security forces? 
	AFI 31-101, Para 11.9.4.

	5.10.
	Is entry point lighting for Priority A and B resources provided meeting the requirements of Para 7.8.4?
	AFI 31-101, Para 11.9.4.1.

	5.11.
	Is entry-point lighting used at permanent restricted areas?
	AFI 31-101, Para 11.9.4.1.2.

	5.12.
	IS A LIGHTING SYSTEM INSTALLED AT THE EC’S POSITION THAT PROVIDES SHADOW-FREE LIGHT, WHEN POSSIBLE, AND CLEARLY ILLUMINATES THE ENTRANT’S PHYSICAL APPEARANCE, CLOTHING, HAND-CARRIED OBJECTS, AND FACE? 
	AFI 31-101, Para 11.9.4.1.

	5.13.
	Is battery-sustained emergency lighting and portable lights or flashlights provided to support entry-control functions if the primary and alternate power sources fail? 
	AFI 31-101, Para 11.9.4.1.2.

	5.14.
	Is a secondary power source or emergency lighting such as battery-sustained emergency lights, or flashlights provided for entry points to restricted areas containing Protection level 2 resources?
	AFI 31-101, Para 11.9.4.1.1.

	5.15.
	Is special-purpose lighting used to support any area containing priority resources during normal or contingency operations to compensate for inadequate or inoperative boundary, area, or entry-point lighting? 
	AFI 31-101, Para 11.9.5.

	6.
	Warning Signs
	AFI 31-101, Para 11.11.

	6.1.
	ARE RESTRICTED AREA SIGNS ALONG THE RESTRICTED AREA BOUNDARY PLACED AT 100-FOOT INTERVALS? 
	AFI 31-101, Para 11.11.2.

	6.2.
	When used, Is AFVA 31-101, or appropriate MAJCOM visual-aid restricted area signs, mounted on metal backings and are signs translated into the host-nation language if in a foreign country or in areas where languages other than English predominate? 
	AFI 31-101, Para 11.11.2.

	6.3.
	In areas with widespread illiteracy, are accepted danger or warning symbols used on signs?
	AFI 31-101, Para 11.11.2.2.

	6.4.
	On the sign, is the background in white; is the lettering "WARNING" and "USE OF DEADLY FORCE AUTHORIZED" in red, and the remaining lettering in AF blue or black?
	AFI 31-101, Para 11.11.2.2.

	6.5.
	If military working dogs support the area and required MAJCOM approval has been obtained, has AFVA 125-13, Military Working Dog Notice, been posted directly below AFVA 31-101, by using a white background on such signs and AF blue or black for the lettering? 
	AFI 31-101, Para 11.11.2.3.

	6.6.
	If the wording meets AFVA requirements or can be corrected, are existing signs used that differ in size or color and when replaced, match AFVA 31-101 size and color requirements? 
	AFI 31-101, Para 11.11.2.

	6.7.
	Are warning signs prohibited from being placed on fences with IDS? 
	AFI 31-101, Para 11.11.2.5.

	7.
	Locks and Hasps
	AFI 31-101, Para 11.12.

	7.1.
	WHEN SECURING STRUCTURES OR SHELTERS CONTAINING PRIORITY RESOURCES, ARE LOCKS AND HASPS USED THAT ARE COMPATIBLE WITH THE FACILITY TO WHICH THEY ARE ATTACHED?  
	AFI 31-101, Para 11.12.

	7.2.
	Do secondary padlocks meet the requirements of commercial item description (CID) A-A-1927C and AFI 31-209.  
	AFI 31-101, Para 11.12.12.

	7.3.
	Is either a Type I, which consist of a hardened steel shackle with a case of steel, malleable iron, or die cast zinc alloy; a Type II, which have a hardened steel shackle and brass or bronze case; or a Type III, which have a brass or bronze shackle and case locks used?
	AFI 31-101, Para 11.12.2.1. thru 11.12.2.3.

	8.
	Alternate Power Supplies
	AFI 31-101, Para 11.13.

	8.1.
	FOR PERMANENT, NONNUCLEAR RESTRICTED AREAS EQUIPPED WITH BOUNDARY AND OR AREA LIGHTING AND IDS, IS THE SWITCH OVER TO THE ALTERNATE POWER SUPPLY AUTOMATIC? 
	AFI 31-101, Para 11.13. and 11.13.1.

	8.2.
	Are electrical power supply components on the load side of  the alternate power supply protected from small arms fire? 
	AFI 31-101,  Para 11.13.2.1.

	8.3.
	Are electrical transmission lines buried at least 24 inches below the ground or encased in a hardened conduit?
	AFI 31-101, Para 11.13.2.2.

	9.
	Daily Checks.  Does each on-duty supervisor for restricted areas, containing priority resources, visually check all the physical security facilities (including boundary barrier systems, gates, and structures) daily, for tampering, deterioration, and inoperative equipment?  Or, do owning-and-using personnel check areas when security forces are not assigned? 
	AFI 31-101, Para 11.15.


Table 2.4.  Intrusion Detection Systems (IDS)

	ITEM

NO.
	ITEM
	REFERENCES

	1.
	Intrusion Detection System (IDS) Planning
	AFI 31-101, Para 12.2.

	2.
	IDS Concept
	AFI 31-101, Para 12.2.1.

	2.1.
	Do security forces understand the strengths and weaknesses of sensor systems?  
	AFI 31-101, Para 12.2.2.1.

	2.2.
	Do security planners use boundary sensor equipment as a component of the overall restricted area security system?  
	AFI 31-101, Para 12.2.2.1.

	2.3.
	Do security planners create a complex security environment including: active patrolling, physical obstacles to intrusion (such as fences, locks, and structure delay mechanisms), sensors, security lighting, and posted sentries? 
	AFI 31-101, Para 12.2.2.3.

	2.4.
	Do units operating IDS document the technical capabilities of the components employed and show how other elements of the security system offset IDS limitations? 
	AFI 31-101, Para 12.2.2.2.

	3.
	Detection Requirements
	AFI 31-101, Para 12.4.

	3.1
	CCO-14:  DOES IDS EQUIPMENT, REGARDLESS OF TYPE, DETECT REASONABLE INTRUSION SCENARIOS, INCLUDING SURREPTITIOUS ATTEMPTS TO SPOOF, TAMPER OR BYPASS THE DETECTION LINES? 
	AFI 31-101, Para 12.4.2.

	3.2.
	DOES A LINE OF DETECTION USING A RESTRICTED AREA FENCE AS THE SENSOR PLATFORM DETECT CUTTING, CLIMBING ON, OR LIFTING OF THE FENCE FABRIC?  
	AFI 31-101,  Para 12.4.2.1.

	3.3.
	DOES A LINE OF DETECTION AT THE AREA PERIMETER, IN A CLEAR ZONE, AT A TAXI WAY GAP, OR AROUND EXPOSED INDIVIDUAL RESOURCES, DETECT WALKING, RUNNING, ROLLING, CRAWLING ACROSS, OR JUMPING THROUGH THE LINE OF DETECTION? 
	AFI 31-101, Para 12.4.2.2.

	3.4.
	Does a line of detection at a structure or shelter detect intrusion attempts through the doors, walls, roof, or vents?  
	AFI 31-101, Para 12.4.2.3.

	3.5.
	IF THERE ARE UNSENSORED AREAS, OR DEAD ZONES, IN STRUCTURES OR SHELTERS; DO INTRUDERS APPROACHING FROM DOORS, WALLS, ROOFS, OR VENTS INITIATE AN ALARM PRIOR TO REACHING THE RESOURCE?  
	AFI 31-101, Para 12.4.7.

	4.
	IDS Detection Requirements Associated with PL 1,2, & 3 Resources
	AFI 31-101, Para 12.4.

	4.1.
	HAS SF ESTABLISHED ONE LINE OF DETECTION AT THE RESTRICTED AREA BOUNDARY AND ONE LINE OF DETECTION AT THE STRUCTURES, SHELTERS, OR INDIVIDUALLY EXPOSED RESOURCES, FOR PRIORITY A NONNUCLEAR RESOURCES?  
	AFI 31-101, Para 12.4.4.

	4.2.
	HAS SF ESTABLISHED ONE LINE OF DETECTION AT THE RESTRICTED AREA BOUNDARY PLUS ONE LEVEL OF ALARM AT THE STRUCTURES, SHELTERS, OR INDIVIDUALLY EXPOSED RESOURCES, FOR PL 2 RESOURCES?  
	AFI 31-101, Para 12.4.5.

	4.3.
	For PL 3 resources, is a systems approach used to provide intrusion detection for restricted areas? 
	AFI 31-101, Para 12.4.6.

	4.4.
	If the programming process is ongoing, is a deviation requested for absence of the capability? 
	AFI 31-101, Para 12.4.6.

	4.5.
	Are Invalid Alarm Rates (IAR) for IDS associated with PL 1, 2, and 3 resources fewer than two every 24 hours, per sensor sector or zone?  
	AFI 31-101, Para 12.4.8.1. thru 12.4.8.1.3.

	5.
	Alarm Annunciation and Display Requirements for IDS supporting non-nuclear priority resources
	AFI 31-101, Para 12.5.

	6.
	Assessment Requirements
	AFI 31-101, Para 12.10.

	6.1.
	Do all permanent restricted areas containing PL 1 and  2 resources, employ an IDS concept of operations that provides for IVA of exterior alarms either by the IDS operator using remote imagery equipment or security forces posted in the restricted area?  
	AFI 31-101, Para 12.10. and 12.10.1.

	6.2.
	CCO-15:  WHEN THE IDS OPERATOR CANNOT DETERMINE THE CAUSE OF AN ALARM BY IVA OR BY POSTED SENTRIES, DO SECURITY FORCES RESPOND IMMEDIATELY?  
	AFI 31-101, Para 12.10.2.

	6.3.
	If there is no CCTV coverage of a sector, and the MSCFO cannot effectively assess the cause of an alarm, is a sentry posted?  NOTE:  Constant surveillance may be used when CCTV coverage is temporarily affected by environmental conditions (e.g., heavy rains, snow, or direct sunlight during sunrise/sunset). 
	AFI 31-101,  Para 12.10.2.

	6.4.
	DO SECURITY FORCES PROVIDE RESPONSE AND ALARM ASSESSMENT WITHIN FIVE MINUTES IN AREAS CONTAINING PRIORITY C RESOURCES?  
	AFI 31-101, Para 10.4.9.1.

	7.
	Physical Protection of Permanent Cabling
	AFI 31-101, Para 12.6.4.

	7.1.
	Are permanently installed exterior communications cable data links and circuits physically protected by using conduit and direct burial or above-ground installation methods?  
	AFI 31-101, Para 12.6.4.

	7.2.
	Are exterior IDS cables that are not directly protected by sensors routed through metal conduit either buried to the normal depth of the cables as stated in the siting criteria or suspended at least 10 feet (3 meters) above the surface? 
	AFI 31-101, Para 12.6.4.

	8.
	Terminal and Junction Boxes
	AFI 31-101, Para 12.6.5.

	8.2.
	IS EQUIPMENT THAT TERMINATES, SPLICES, AND GROUPS INTERIOR OR EXTERIOR IDS INPUT OR THAT COULD ALLOW SPOOFING, BYPASSING, OR OTHER SYSTEM SABOTAGE SEALED OR LOCKED IF IT IS LOCATED WITHIN THE PROTECTION ZONE OF THE SENSORS? 
	AFI 31-101,  Para 12.6.5.

	8.3
	ARE JUNCTION BOXES SECURED, LOCATED INSIDE RESTRICTED AREAS BUT OUTSIDE OF STRUCTURES OR SHELTERS, EQUIPPED WITH SENSORS? 
	AFI 31-101, Para 12.6.5.1.

	9.
	Security for Temporary or Re-locatable Radio Communication Data Links
	AFI 31-101, Para 12.6.9.

	9.1.
	DO RADIO COMMUNICATION DATA LINKS, USED TO TRANSMIT ALARM SYSTEM DATA, TRANSMIT CONTINUOUSLY? (Prohibited)  
	AFI 31-101, Para 12.6.9.

	9.2.
	Do these systems transmit a coded message to report an alarm, respond to a self-test command, send status messages, and relay control signals? 
	AFI 31-101, Para 12.6.9.

	9.3.
	Do data transmission links use a half duplex supervised polling system specifically designed for alarm data transmission?  
	AFI 31-101, Para 12.6.10.

	9.4.
	Do data transmission links display the result of polling queries only when a failure occurs and is polling response time and transmission data rate, data error rate, and equipment reliability, not degrading overall IDS alarm annunciation time and PCA? 
	AFI 31-101, Para 12.6.10.

	9.5.
	Is radio frequency alarm data transmission equipment, including repeaters, protected at the same level of security as the remaining alarm data communications network?  
	AFI 31-101, Para 12.6.11.

	9.6.
	Is radio frequency alarm data transmission equipment, including repeaters, protected with a local sensor detection zone or other physical security techniques and tamper protection? 
	AFI 31-101, Para 12.6.11.

	9.7.
	Do security systems detect, transmit, and indicate tamper alarms for all components and sensors? 
	AFI 31-101, Para 12.6.11.

	10.
	IDS Environmental Requirements
	AFI 31-101, Para 12.2.3.

	10.1.
	Are rugged and corrosion-resistant IDS components used? 
	AFI 31-101, Para 12.2.3.

	10.2.
	Do exterior components operate satisfactorily in a maximum rainfall of two inches per hour?  
	AFI 31-101, Para 12.2.3.

	10.3.
	Can portable components be quickly configured without sophisticated tools or support equipment?  
	AFI 31-101, Para 12.9.

	11.
	Radio Frequencies
	AFI 31-101, Para 12.6.6.

	11.1.
	For radio frequency data transmission links, does the security system operate in all worldwide frequency bands designated in the International Telecommunications Union and National Telecommunications and Information Administration, Table of Allocations? 
	AFI 31-101, Para 12.6.6.

	11.2.
	Does the security system use dedicated frequencies to transmit IDS alarm data and does it detect and report intentional and unintentional jamming attempts?
	AFI 31-101, Para 12.6.6.1.

	11.3.
	Does the security system transmit IDS alarms sent by non-hardwire links even when they occur during "off-air" periods caused by maintenance or failure? 
	AFI 31-101, Para 12.6.6.3.

	11.4.
	Does the Routing Data Transmissions require primary and alternate routes for data transmission and system control and if radio is used for both methods of data transmission, are different frequencies used? 
	AFI 31-101, Para 12.6.6.

	12.
	Radio Frequency Link Compatibility
	AFI 31-101, Para 12.6.7.

	12.1.
	Do data transmission subsystems using radio frequency methods transmit on one or more of the frequencies within the specified band?  
	AFI 31-101, Para 12.6.7.

	12.2.
	Do data transmissions from radio frequency methods interfere with other IDS components or any electronic components within the area? (Prohibited) Examples of these are, but are not limited to, electric circuits; motors; transformers; ignition systems; heating sources; static, weather, and other radio frequency signals.  
	AFI 31-101, Para 12.6.7.

	12.3.
	Are radio frequency transmitters configured according to the requirements in Federal Communications Commission Rules and regulations, Title 47, Part 90, Private Land Mobile Radio Services, Oct 93? 
	AFI 31-101, Para 12.6.8.

	13.
	Radio Frequency Transmission of IDS Signals for Non-nuclear Priority Resources
	AFI 31-101, Para 12.7.

	13.1.
	Are radio frequency data of IDS alarms for nonnuclear priority resources transmitted using Automated Communication Link Supervision and Frequency Management? 
	AFI 31-101, Para 12.7.2. 

	13.2.
	When using Automated Communication Link Supervision, does IDS alarm data transmission equipment automatically (through "polling" or "one-way state of health tracking") track the condition of the communication link; and does it annunciate separate, distinct alarms for: communication link malfunctions, jamming or interference, and intrusions? 
	AFI 31-101, Para 12.7.1.

	13.3.
	When using frequency management, is alarm data transmission equipment used that you can tune to multiple frequencies; and does the frequency communication link not interfere with, other IDS components, aircraft, vehicles, communications, other equipment used for military operations. 
	AFI 31-101, Para 12.7.2.

	14.
	IDS Test and Exercise Requirements
	AFI 31-101, Para 12.11.

	14.1
	CCO-16:  ARE NEWLY INSTALLED IDS TESTED AND CERTIFIED BEFORE OPERATING THEM AS A LINE OR LEVEL OF DETECTION?  
	AFI 31-101, Para 12.12.

	14.2.
	Has the unit provided all 72-hour checkout and 30-day test documentation to the MAJCOM certifying officials? 
	AFI 31-101, Para 12.12.3.

	15.
	SENSOR PERFORMANCE TEST REQUIREMENTS:  AT LEAST ONCE EACH QUARTER, DO THE SECURITY FORCES, SUPPORTED BY SENSOR MAINTENANCE PERSONNEL, CONDUCT A WALK-THROUGH TEST OF EACH STORAGE STRUCTURE OR AIRCRAFT SHELTER IDS AND EACH INDIVIDUAL RESOURCE IDS? 
	AFI 31-101, Para 12.13.2.3.

	16.
	IDS Periodic Test Requirements
	AFI 31-101, Para 12.14.

	16.1.
	FOR EXTERIOR IDS, ARE RANDOMLY SELECTED SECTORS OF THE EXTERIOR IDS TESTED DAILY BY CAUSING AN ACTUAL ALARM; WHEN CONDUCTING THE TEST, ARE THE PROCEDURES IN THE APPLICABLE T.O. USED; AND ARE THE SENSOR SECTORS AND ZONES SELECTED SO THAT THE ENTIRE EXTERIOR IDS IS TESTED AT LEAST MONTHLY? 
	AFI 31-101, Para 12.14.2.

	16.2.
	WHEN USING SENSORS THAT HAVE BEEN DEACTIVATED, IS COMPLETE OPERATIONAL TESTING CONDUCTED AS REQUIRED IN PARAS 12.11.1. AND 12.12.2. OF AFI 31-101? 
	AFI 31-101, Para 12.14.

	16.3.
	Do maintenance and security personnel conduct an operational walk test of each line fault or sensor alarm message (SAM) received as a result of maintenance activity? 
	AFI 31-101, Para 12.17.4.

	17.
	TAMPER SWITCH TEST REQUIREMENTS:  ARE TAMPER SWITCHES FOR SENSORS WITHOUT ANOTHER LNE OF DETECTION TESTED AT LEAST QUARTERLY? 
	AFI 31-101, Para 12.14.3.

	18.
	Vulnerability Testing
	AFI 31-101, Para 12.15. and 12.19.4

	18.1.
	Are tests conducted during all phases of a system’s life cycle? 
	AFI 31-101, Para 12.15

	18.2.
	Are security forces conducting periodic functional test of all IDS Components?
	AFI 31-101, Para 12.15.

	18.3.
	Is system limitation data identified in Para 12.2.1.1. thru 12.2.2.3. used to design adversarial testing scenarios? 
	AFI 31-101, Para 12.15.1.

	18.4.
	Does the unit Sensor NCO test all subsystems using a variety of reasonable intrusion scenarios as outlined in this chapter for each subsystem? 
	AFI 31-101, Para 12.13.11.

	19.
	Criteria for Evaluating Sensor Equipment
	AFI 31-101, Para 12.15.3.

	19.1.
	When evaluating volumetric sensor, is the size and weight of the individual conducting the tests varied?
	AFI 31-101, Para 12.15.3.1.2.

	19.2.
	Are Balanced Magnetic Switch (BMS) indicating intrusion before an intruder gains access? 
	AFI 31-101, Para 12.15.3.

	19.3.
	When testing system vulnerability for boundary sensors are normal movements from very slow to fast used on all intrusion methods used? 
	AFI 31-101, Para 12.15.3.2.1.

	19.4.
	When testing system vulnerability for fence line is a scenario created to simulate cutting, aided and unaided climbing also lifting of the fence fabric? 
	AFI 31-101, Para 12.15.3.2.

	19.5.
	When testing system vulnerability for boundary sensors using Bird Eye and RACON, is the test conducted using all intrusion methods; and is an attempt made to walk through, between, and around the beams? 
	AFI 31-101, Para 12.15.3.2.1.

	19.6.
	When testing system vulnerability for boundary sensors, are all tests done in a non-destructive manner?
	AFI 31-101, Para 12.15.3.2.2.

	19.7.
	When testing system vulnerability for boundary sensors are all areas (high and low) of fence checked, including corner braces, posts, and supports, paying particular attention to areas below anti-ram cables, if installed? 
	AFI 31-101,  Para 12.15.3.2.2.

	19.8.
	When testing system vulnerability for boundary sensors, is fabric tested by having an individual lean against the fence and push it taut, while a second person attempts to cut it? 
	AFI 31-101, Para 12.15.3.2.2.

	19.9.
	When testing system vulnerability for boundary sensors, is an attempt made to remove the sensor from the fence fabric by cutting the wire ties that attach the sensor? 
	AFI 31-101, Para 12.15.3.2.2.

	20.
	Annunciation and Display Equipment Tests
	AFI 31-101, Para 12.13.6.

	20.1.
	Do alarm system operators check the annunciation and display equipment at each shift change to determine the status of the system?  
	AFI 31-101, Para 12.13.6.1.

	20.2.
	Do operators conduct a test of the remote circuit continuity, if the annunciator can do so? 
	AFI 31-101, Para 12.13.6.2.

	21.
	Operations and Maintenance
	AFI 31-101, Para 12.17.4.

	21.1.
	Do security supervisors make sure the personnel report system malfunctions promptly? 
	AFI 31-101, Para 12.16.

	21.2.
	Do security forces record maintenance discrepancies, such as, system tests and false or nuisance alarm data, separately from day-to-day activities using the AFTO Form 781A or equivalent contractor form, if applicable?
	AFI 31-101, Para 12.16.2.

	21.3.
	Is the AFTO Form 781A maintained to record an open (uncorrected) discrepancy at the MSCF? 
	AFI 31-101, Para 12.16.2.1.

	21.4.
	Is the unit sensor NCO notified of all discrepancies by the following duty day? 
	AFI 31-101, Para 12.16.2.2.

	21.5.
	When the AFTO Form 781A or equivalent contractor form is completed, is the system cleared of open discrepancies and are all copies of AFTO Form 781A sent to the unit sensor NCO? 
	AFI 31-101, Para 12.16.3.

	21.6.
	Does the unit sensor NCO keep, control, and dispose of the form according to AFI 37-128, Administrative Orders, (AFI 37-133V1)? 
	AFI 31-101, Para 12.16.2.

	21.7.
	After initially installing a system, is all alarm data recorded on AF Form 340 or is an annunciator printout, if available, kept? 
	AFI 31-101, Para 12.16.1.

	21.8.
	Do the Installation SF, communications, and civil engineering personnel, analyze vulnerabilities that exceed the established average rate for the subsystem and is this analysis and recommendations sent to the MAJCOM/SF? 
	AFI 31-101, Para 12.19.4.

	21.9.
	Do units continue to monitor, record, and carefully track problem sensors until they no longer exists or until the MAJCOM/SF/SC, working with HQ USAF/XOFP, and HQ AFSFC/SFOR and SFON, accepts the vulnerability? 
	AFI 31-101, Para 12.19.4.5.

	21.10
	Is the IDS data kept for 1 year in order to seasonally average the alarm rate?   Note:  Applies only to the AF Form 340 and AFTO Form 781a. 
	AFI 31-101, Para 12.16.1.2.

	22.
	Performance Reporting
	AFI 31-101, Para 12.19.

	22.1.
	Do units using sensor systems, give MAJCOMs periodic performance reports, to include follow-on reports on IDS performance after installation? 
	AFI 31-101, Para 12.19.

	22.2.
	Do units also provide spot reports when failures or malfunctions occur or when local personnel cannot determine or correct the cause of a failure? 
	AFI 31-101, Para 12.19.

	22.3.
	Does the unit submit reports on IDS installation failures and sensor vulnerabilities? 
	AFI 31-101, Para 12.19.1.

	22.4.
	Does the report identify any solutions used to eliminate the vulnerability and, as appropriate, classify the problem according to the BISS Classification Guide?
	AFI 31-101, Para 12.19.4.3.

	22.5.
	Do units continue reporting during emergency conditions using emergency status code C-1, Priority? 
	AFI 31-101, Para 12.19.1.1.

	22.6.
	Do units continue reporting during MINIMIZE? 
	AFI 31-101, Para 12.19.1.2.

	22.7.
	After installing IDS, is an initial performance report sent to the MAJCOM/SF establishing the baselines for performance and IAR? 
	AFI 31-101, Para 12.19.2.

	22.8.
	IF A CATASTROPHIC FAILURE OR MAJOR MALFUNCTION CONDITION EXISTS FOR 72 HOURS OR MORE, ARE A COORDINATED SF AND INFORMATION SYSTEMS MESSAGE REPORT SENT TO THE MAJCOM/SF, OUTLINING THE NATURE OF THE PROBLEM, CORRECTIVE ACTIONS UNDERWAY, AND ESTIMATED TIME OF CORRECTION? 
	AFI 31-101, Para 12.19.3. thru 12.19.3.3.

	22.9.
	Are sensor tests that identify potential vulnerabilities forwarded to HQ USAF/XOF through the appropriate MAJCOM, by message, as soon as personnel discover the vulnerability clearly stating the type of test performed and the vulnerability discovered? 
	AFI 31-101, Para 12.19.4.1.

	23.
	Technical Orders
	AFI 31-101, Para 12.13.1.6.

	23.1.
	Does the Sensor NCO have on hand the T.O. that makes up the Numerical Index Reference Table and T.O. 00-35D-54, USAF Materiel Deficiency Reporting and Investigating System? EXCEPTION: Security force units need not maintain the T.O. and commercial manuals if they have 24-hour access to them at another agency, such as the communications squadron. 
	AFI 31-101, Para 12.13.1.6. and 12.13.1.6.2.

	24.
	Standardization and Training
	AFI 31-101, Para 12.13.1.8. and 12.13.4.

	24.1.
	Does the sensor NCO help the standardization and evaluation section to develop certification standards for system operators?  
	AFI 31-101, Para 12.13.1.8.

	24.2.
	Is the training system operator the only personnel possessing special experience identifier (SEI) 323, certified to perform Alarm Monitor duties? 
	AFI 31-101, Para 12.13.

	24.3.
	DO ALARM MONITORS TAKE A QUARTERLY, NO-NOTICE TEST THAT EVALUATES THEIR ACTIONS, WHEN CONFRONTED WITH A SENSOR ACTIVATION MESSAGE CAUSED BY AN ATTEMPTED INTRUSION?  
	AFI 31-101, Para 12.13.4.2.

	24.4.
	DOES TEST FAILURE RESULT IN IMMEDIATE DECERTIFICATION? 
	AFI 31-101, Para 12.13.4.2.

	24.5.
	Do standardization and evaluation personnel conduct these tests and coordinate them with element supervisors? 
	AFI 31-101, Para 12.13.4.2.

	25.
	IDS Management
	AFI 31-101, Para 12.3.

	25.1.
	Does SF sensor ESS NCO work at the installation (if employing sensor systems that support priority resources)?  
	AFI 31-101, Para 12.13.

	25.2.
	Does the ESS NCO review the operational status of their sensor subsystems?
	AFI 31-101, Para 12.13.1.2.

	26.
	Is the severity of IDS failure assessed against the IDS failure categories listed in Para 12.17.1? Through 12.17.3.?
	AFI 31-101, Para 12.17.

	27.
	DO IMPLEMENTED COMPENSATORY MEASURES PROVIDE THE SECURITY FORCE CAPABILITIES EQUIVALENT TO THOSE OF THE FAILED EQUIPMENT? 
	AFI 31-101, Para 12.18.


3.  Standard for Protection Levels 1,2, and 3 Resources

Table 3.1.  Standard for Command, Control, Communications, and Computer (C4) Systems.

	ITEM

NO.
	ITEM
	REFERENCES

	1.
	Security Forces
	AFI 31-101, Para 13.5.

	1.1.
	Have armed C4 system owners and users received training in armed defense methods? 
	AFI 31-101, Para 13.5.1.

	1.2.
	Is the security control function designated to a continually manned position, such as CSC or LED? 
	AFI 31-101, Para 13.5.2.2.

	1.3.
	When assigning contractor employees security tasks, is the appropriate tasking included, and are training requirements outlined in the contract? 
	AFI 31-101, Para 13.5.3.

	1.4.
	If a classified contract is drawn up, are the investigative and security clearance requirements of DOD 5220.22-R, Industrial Security Regulation, and AFI 31-601, Industrial Security Program Management, complied with or are personnel security directives applied? 
	AFI 31-101, Para 13.5.3.1.

	2.
	Security Facilities
	AFI 31-101, Para 13.6.

	2.1.
	Do off-base restricted areas for PL-3 facilities have a substantial boundary barrier? 
	AFI 31-101, Para 13.6.1.

	2.2.
	Are wooden door entrances into facilities, externally reinforced with US 16-gauge sheet cover, installed to prevent easy removal? 
	AFI 31-101, Para 13.6.2.1.

	2.3.
	Do wooden door entrances into facilities have the hinge pins peen and welded? 
	AFI 31-101, Para 13.6.2.2.

	2.4.
	Are windows and vents constructed to prevent forced entry and are they barred and secured with chain-link or expanded 9-gauge or higher gauge metal, securely fastened to the window casing or wall to prevent its removal? 
	AFI 31-101, Para 13.6.2.3.

	2.5.
	Is entry point lighting provided for all areas according to chapter 11?
	AFI 31-101, Para 13.6.4.1.

	2.6.
	Have all manhole covers, cable vaults, and or junction boxes; water and fuel filler pipes providing entry to utilities and cable routes serving the C4 facility; and facilities housing alternate power sources, been locked or alarmed?  
	AFI 31-101, Para 13.6.4.2. thru 13.6.4.2.4.

	2.7.
	When possible, are utilities put underground or encased in hardened conduit? 
	AFI 31-101, Para 13.6.5.

	2.8.
	Are fuel and water tanks lines buried or riveted and are fuel and water filler caps locked? 
	AFI 31-101, Para 13.6.5.

	3.
	Are security plans for C4 facilities and sites incorporated in the ISP? 
	AFI 31-101, Para 13.4.

	3.1.
	When a non-USAF host agency supports a site or facility, are security plans incorporated in appropriate agreements with host-nation civil or military agency? 
	AFI 31-101, Para 13.4.


Table 3.2.  Standards for Aircraft.

	ITEM

NO.
	ITEM
	REFERENCES

	1.
	Security Priorities
	AFI 31-101, Para 14.1.

	1.1
	ARE PROTECTON LEVEL 3, FIGHTER, BOMBER, TANKER, COMMAND AND CONTROL, AND RECONNAISSANCE AIRCRAFT GENERATED FOR ACTUAL (NONTRAINING), HOME STRIKE CAPABLE, CONVENTIONAL COMBAT MISSIONS, OR COMBAT SUPPORT MISSIONS, UPGRADED TO PL 2 AND ARE GENERATION AREAS ESTABLISHED USING PL 2 SECURITY STANDARDS AS SOON AS POSSIBLE AFTER INITIATION OF GENERATION OPERATIONS?  
	AFI 31-101, Para 14.4. thru 14.4.5.

	1.2.
	During peacetime, is PL-2designated for any Special Operations Forces (SOF) aircraft permanently or temporarily Sensitive Compartmented Information (SCI) configured i.e., EC- 137, C-130; and USAF SOF Helicopter and C-130s permanently configured for airborne reconnaissance missions or carrying pallets (COMFY LEVI and SENIOR SCOUT), vans, or containers for SCI operations? 
	AFI 31-101,  Para 14.4.4.

	1.3.
	  Are B-2 Bombers and Alert (conventional) aircraft (i.e., Fighter, Bomber, Reconnaissance, air support and air refueling aircraft) Designated PL-2? Are non-test F-117A aircraft away from home station and B-2 Bombers in depot maintenance or test status maintain their PL-2 security?
	AFI 31-101, Para 14.4.1.

	2.
	Security Force Requirements
	AFI 31-101, Para 14.4.5.4.; 14.4.5.4.1. and 14.4.5.4.2.

	2.1.


	CCO-17:  FOR PROTECTION LEVEL-2 AIRCRAFT, IS POSITIVE ENTRY CONTROL FOR THE RESTRICTED AREA CONTAINING THE AIRCRAFT PROVIDED? 
	AFI 31-101, Para 14.4.5.1.

	2.2.
	FOR PL 2 AIRCRAFT, IS THERE SURVEILLANCE AND INTRUSION DETECTION AT THE RESTRICTED AREA BOUNDARY AND THE RESOURCES? 
	AFI 31-101, Para 14.4.5.2.

	2.3.
	Has the MAJCOM approved the use of host security forces (US or foreign), military and civil police, or other DOD personnel, to provide response capability for aircraft deployed from home stations? 
	AFI 31-101, Para 14.6.1.1.

	3.
	Special Security Procedures
	AFI 31-101, Para 14.4.7. thru 14.4.10.

	3.1
	Is CSC notified of all trips to alert tankers, and is the aircraft commander the sole authority for granting entry to an alert tanker, unless delegated to all alert aircrew members and to the ground crew chief? 
	AFI 31-101, Para 14.4.7.2.

	4.  
	SCI Configured Aircraft
	AF-31-101, Para 14.4.8.

	4.1. 
	Have all hatches, which can be, been secured to prevent undetected entry to the aircraft? 
	AFI 31-101, Para 14.4.8.2.

	4.2.
	Have all hatches, which cannot be secured, been equipped with numbered seals? 
	AFI 31-101, Para 14.4.8.2.

	4.3.
	Has the maintenance supervisor provided the seal numbers to the security force? 
	AFI 31-101, Para 14.4.8.2.

	4.4.
	Has the maintenance supervisor or aircrew, installed the seals and provided the seal numbers to the security force? 
	AFI 31-101, Para 14.4.8.1.

	4.5.  
	Does the security force make periodic checks of the seals? 
	AFI 31-101, Para 14.4.8.2.2.

	4.6.
	For SCI Mission Aircraft accredited as an airborne Special Compartmented Information Facility (SCIF), are the following procedures observed: 
	AFI 31-101, Para 14.4.8.1.

	4.6.1.
	Are accredited aircraft locked and sealed when unattended? 
	AFI 31-101, Para 14.4.8.2.

	4.6.2.
	Do personnel, either locking and sealing or opening accredited aircraft, have authorized SCI access? 
	AFI 31-101, Para 14.4.8.2.

	4.6.3.
	When parked in a restricted area, is an EAL used for accredited SCIF mission aircraft? 
	AFI 31-101, Para 14.4.8.1.

	4.6.4.
	Did the aircraft commander or maintenance supervisor provide the security force with the EAL for authentication? 
	AFI 31-101, Para 14.4.8.1.

	4.6.5.
	WHEN SCI MATERIAL CANNOT BE REMOVED FROM THE ACCREDITED AIRCRAFT, OR WHEN SUITABLE STORAGE LOCATIONS ARE NOT AVAILABLE, DO SCI-INDOCTRINATED PERSONNEL REMAIN WITH THE AIRCRAFT AND CONTROL ENTRY INTO THE SCI COMPARTMENT? 
	AFI 31-101, Para 14.4.8.3.1.

	4.6.6.
	If the aircraft has to make an unscheduled landing, is security support provided? 
	AFI 31-101, Para 14.4.8.3.2.

	4.6.7.
	For unscheduled landings at non-USAF installations, does the maintenance supervisor control entry and maintain surveillance of the aircraft? 
	AFI 31-101, Para 14.4.8.3.

	5. 
	Security Priorities
	AFI 31-101, Para 14.5.3.

	5.1.
	During peacetime configuration, are non-alert air support, fighter, and air refueling, aircraft designated PL 3?
	AFI 31-101, Para 14.5.1.1.

	5.2.
	During peacetime configuration, is airlift and Civil Reserve air fleet aircraft designated PL 3?
	AFI 31-101, Para 14.5.1.6.

	5.3.
	 Are SOF aircraft when they are not configured as special-mission aircraft during COMMANDO SOLO and SENIOR SCOUT missions, designated PL 3? 
	AFI 31-101, Para 14.5.1.7.

	5.4.
	During peacetime configuration, are alert helicopters specifically supporting NAOC operations, designated PL 3?
	AFI 31-101, Para 14.5.1.9.

	5.5.
	 Are non-alert bomber aircraft (except B-2s) and bomber aircraft supporting conventional combat operations designated PL 3?
	AFI 31-101, Para 14.5.1.10

	5.6.
	Are OC/RC/WC-135 aircraft, unless SCI-configured, designated PL 3?
	AFI 31-101, Para 14.5.1.11.

	5.7.
	During peacetime configuration, are HC-130 rescue aircraft designated PL 3? 
	AFI 31-101, Para 14.5.1.12.

	5.8.
	During peacetime configuration, are non-alert compass call aircraft designated PL 3? 
	AFI 31-101, Para 14.5.1.13.

	6.
	Security Forces Requirements for Mass/Dispersed Aircraft Parking Areas
	AFI 31-101, Para 14.5.3.

	6.1.
	CCO-18:  DO SECURITY FORCES PROVIDE AN INTERNAL SECURTY RESPONSE TEAM (ISRT) DEDICATED TO THE RESTRICTED AREA TO ASSIST SUPPORT PERSONNEL IN OBSERVING AREA BOUNDARIES AND RESPONDING TO ALARMS?  
	AFI 31-101, Para 14.5.3.3.1.

	6.2.
	Do owner-and-user personnel provide surveillance for aircraft parking areas?  
	AFI 31-101, Para 14.5.3.1.

	6.3.
	CCO-19:  DO SECURITY FORCES PROVIDE AN ADDITIONAL ARMED RESPONSE FORCE OF A SRT, AVAILABLE WITHIN 5 MINUTES OF AN ALARM?  
	AFI 31-101, Para 14.5.3.3.2.

	6.4.
	Do security forces assign additional forces based on the threat, the geographical location, and other factors? 
	AFI 31-101, Para 14.5.3.

	7.
	Did the mission commander of the deployed SOF aircraft ensure appropriate security measures are applied throughout the deployment?
	AFI 31-101, Para 14.4.9.


Table 3.3.  Standards for Sensitive Compartmented Information (SCI) Production Systems.

	ITEM

NO.
	ITEM
	REFERENCES

	1.
	Are restricted areas containing SCIFs and intelligence production systems protected by following the procedures in AFI 31-101, Chapter 17, unless the local senior intelligence official, SF, and AFOSI recommend exceptions after making a risk assessment based on inputs?  
	AFI 31-101, Para 17.6.

	2.
	Security Protection Level and Requirements for SCI Systems
	AFI 31-101, Para 17.4. 

	2.1
	Are fixed sites engaged in life signal collection and HQ Air Intelligence Agency?
	AFI 31-101, Para 17.4. Figure 17.1.

	2.2.
	Are tactical collection resources, when deployed, and OCONUS provided security PL 2, entry control, boundary surveillance, and RF support?
	AFI 31-101, Figure 17.1.

	2.3.
	Are operational emergency reaction special security offices at a deployed location provided security PL 2? 
	AFI 31-101, Figure 17.1. 

	2.4.
	Are tactical collection resources and emergency reaction special security offices in storage or transit located OCONUS provided security PL 2?
	AFI 31-101, Figure 17.1.

	2.5.
	Are primary antennas, beam-forming buildings, and associated signal transmission cables located in CONUS, except Alaska or Hawaii provided security PL 3? 
	AFI 31-101, Figure 17.1.

	2.6.
	Are protection requirements for SCIFs, not designated protection level resources, established by the HQ USAF/XOI?
	AFI 31-101, Figure 17.6.

	3.
	IDS
	AFI 31-101, Para 17.9. 

	3.1.
	Does the resource’s senior intelligence officer exclusively oversee SCIF IDS operation and testing? 
	AFI 31-101, Para 17.9.3.1. 

	3.2.
	Does the HQ USAF/XOI approve SCIF IDS? 
	AFI 31-101, Para 17.9.3.1. 

	3.3.
	Does the resource SIO in coordination with the hosting MAJCOM SF, select restricted area boundary IDS that minimizes interference with intelligence production? 
	AFI 31-101, Para 17.9.3.2.

	3.4.
	For beam-forming buildings, are all doors and any other openings in excess of 96 square inches alarmed?  
	AFI 31-101, Para 17.9.3.3.

	4.
	Are propositioned EALs for inspector generals or hosting MAJCOM officials not authorized? 
	AFI 31-101, Para 17.7.


4.  Standards for Protection Level 4 Resources

Table 4.1.  Responsibilities for Protection Level 4 Resources 

	ITEM

NO.
	ITEM
	REFERENCES

	1.
	CCO-20:  HAS AN INSTALLATION SECURITY PLAN (ISP) BEEN DEVELOPED, AND DOES IT CONTAIN THE FOLLOWING INFORMATION:  THREAT ESTIMATE, SECURITY THREAT ANALYSIS, AN RISK VULNERABILITY ASSESSMENT, A CONCEPT OF OPERATIONS FOR RESOURCES PROTECTION CONTINGENCIES, AND AVAILABLE SUPPORT RESOURCES EXPECTED FROM FRIENDLY FORCES?
	AFI 31-101, Para 4.1. thru 4.2.3, 4.4 and 4.5.

	1.1.
	CCO-21:  ARE ALL DEVIATIONS FROM SECURITY CRITERIA DOCUMENTED AND STAFFED FOR APPROVAL BY THE RESOURCE PROTECTION EXECUTIVE COMMITTEE (RPEC) (AA&E FACILITIES REQUIRE APPROVAL BY THE INSTALLATION COMMANDER)?
	AFI 31-101, Para 6.5. thru 6.6.

	1.2.
	ARE ANNUAL FOLLOW-UP REVIEWS CONDUCTED BY SECURITY FORCES (SF) ON AA&E (CATEGORY I OR HIGHER)?
	AFI 31-101, Para 19.4.1.

	1.3.
	ARE ANNAULLY SURVEYS CONDUCTED FOR FUNDS ($100,000 OR MORE) FACILITIES STORING?
	AFI 31-101, Para 19.3.

	1.4.
	DOES THE INSTALLATION SECURITY COUNCIL (ISC), MEET AT LEAST ANNUALLY?  
	AFI 31-101, Para 4.2.4.5. and 4.2.4.6.

	1.5.
	IS AN AF FORM 116, REQUEST FOR DEVIATION FROM SECURITY CRITERIA, USED TO DOCUMENT ALL DEVIATIONS?  
	AFI 31-101 Para. 6.5 thru 6.6.

	1.6.
	ARE DEVIATIONS REVIEWED ANNUALLY BY THE ISC?  
	AFI 31-209, Para 4.2.4.6.

	1.7.
	DO TEMPORARY DEVIATION REQUESTS CONTAIN PROPOSED COMPENSATORY MEASURES?  
	AFI 31-101, Para 6.3.2.

	1.8.
	Do program reviews determine the adequacy of protection considering on-base and off-base criminal and terrorist threats? 
	AFI 31-101, Para 4.2.

	1.9
	Are detailed initial surveys or reviews accomplished on new facilities or remolded areas? 
	AFI 31-101, Para 19.2.2.

	1.10.
	Has the RPP determined the frequency of reviews for facilities storing and handling funds less than $100,000?  
	AFI 31-101, Para 19.2.3.2.

	1.11.
	Have methods for training personnel in circulation control procedures and protection awareness been established?
	AFI 31-101, Para 22.2.10.

	1.12.
	Have unit operating instructions pertaining to controlled areas, or high-value storage areas been established?
	AFI 31-101, Para 22.2.3.

	1.13.
	Have procedures covering key control, entry procedures been established?
	AFI 31-101, Para 23.3.5.2. and 23.1.6.

	1.14.
	If equipped IDS does function properly, is it tested and documented?
	AFI 31-101, Para 20.5.8.

	1.15.
	Does the ISC prescribe anti-robbery tests, and are annual tests for all drug facilities, Category II or higher AA&E facilities, and major funds levels ($100,000 or more) being conducted?
	AFI 31-101, Para 19.3. and 19.4.1.

	1.16. 
	Are lists maintained of personnel, barred from the installation, and personnel with on-base driving privileges revoked or suspended?  Are the lists updated according to local procedures?  
	AFI 31-101, Para 8.9.2. 8.9.2.1. and 8.9.2.3.

	1.17.
	Are temporary deviations (waivers) granted for one year and if needed? 
	AFI 31-101, Para 6.3.2.

	1.18. 
	Are the vulnerabilities created by the deficiency, compensated for, to meet the minimum protection standards?  
	AFI 31-101, Para 6.9.1.4.

	1.19. 
	Are alcohol, drug, and weapons incidents involving commercial AA&E drivers, reported to HQ MTMC-MTSS?  
	AFI 31-101, Para 23.11.1.3.15 and 23.11.1.5.

	1.20. 
	Are significant thefts and recoveries (Part I) reported, using AF Form 441? 
	AFI 31-101, Para 23.11.2. 


Table 4.2.  Equipment and Facilities. 

	ITEM

NO.
	ITEM
	REFERENCES

	1.
	DOES THE ACQUISITION OF INSTRUCTION DETECTION EQUIPMENT (IDE) MEET ACTUAL PROTECTION REQUIREMENTS?  
	AFI 31-101, Para 20.5.1. thru 20.5.1.7.

	2.1.
	HAS AN IDENTIFICATION VERIFICATION OR DURESS CODE SYSTEM, BEEN DEVELOPED AND USED, WHEN ENTERING ALARMED FACILITIES, SAFES, OR VAULTS?  
	AFI 31-101, Para 20.5.12.

	2.2.
	ARE SECURITY FORCES LOGGING THE OPENING AND CLOSING OF ALARMED FACILITIES?  
	AFI 31-101, Para 20.5.13.

	2.3.
	DOES THE OWNER/USER CONDUCT QUARTERLY ALARM TESTS OF ALL ALARMS, WITH THE ALARM MONITOR, AND IS IT DOCUMENTED?  
	AFI 31-101, Para 20.5.8.

	2.4.
	Do the IDS components requiring primary power source such as commercial power, have a back up alternate power supply?  
	AFI 31-101, Para 12.8.

	2.5.
	Is there a plan to replace IDS when they reach 10 years old or when no longer cost effective?  
	AFI 31-101, Para 20.5.7.

	2.6.
	Is a computer-generated product used to document alarm tests?  
	AFI 31-101, Para 20.5.8.

	2.7.
	Is AFVA 125-20, Intrusion Detection Equipment (IDE) Warning Sign, posted at alarmed facilities?  
	AFI 31-101, Para 20.5.9.

	2.8.
	Has a program been implemented to identify causes of nuisance or false alarms?  
	AFI 31-101, Para 20.5.15.

	2.9.
	Does the owner/user maintain a log of alarms for 90-day periods and does the log contain, as a minimum: the time and date of occurrence, cause of the alarm (if known), and action taken (maintenance called or responded, reset without problems, etc.)?  
	AFI 31-101, Para 23.3.2.4.2.

	2.10.
	Do units with IDS, specify, by letter or computer-generated product, who may activate or deactivate alarm systems and who may pick up authentication codes?  
	AFI 31-101, Para 20.5.10. 


Table 4.3.  Controlled Areas.  

	ITEM

NO.
	ITEM
	REFERENCES

	1.
	Has the Installation Commander designated controlled areas and storage facilities?
	AFI 31-101, Para 22.2.5. thru 22.2.5.8.

	1.1.
	Have basic entry qualifications been established by the Installation Commander and published in the (ISP)?
	AFI 31-101, Para 22.3. and 22.4.

	1.2. 
	If the ISC mandates a badge system for controlled areas, are local procedures developed to issue and control the badges?  
	AFI 31-101, Para 22.6.

	1.3.
	If a free zone adjoins the exterior of a controlled area, is entry control provided to ensure that entry is limited to contractor or approved base personnel?  
	AFI 31-101, Para 22.2.8. 

	1.4.
	If a free zone has been established for contractors, is the organization or agency most directly responsible for the project, aware of their surveillance requirements of the zone as determined by the Installation Commander and ICSF?  
	AFI 31-101, Para 22.2.8. and 22.2.9.

	1.5.
	Are facilities/areas containing the following resources designated as controlled areas:  C-4 systems facilities, including air traffic control facilities, navigational aids facilities, and off-base communications sites; SCIFs; bulk petroleum, oil, and lubricants storage areas; and liquid oxygen and hydrazine storage areas?  
	AFI 31-101, Para 22.2.5. thru .2.5.5.8.


Table 4.4.  Protection of Arms, Ammunition, and Explosives (AA & E).  

	ITEM

NO.
	ITEM
	REFERENCES

	1.
	CCO-22:  ARE FIREARMS ROOMS, MODULAR VAULTS, AND EXISTING FIREARMS STORAGE FACILITIES (STORING CATEGORIES II, III, AND IV ARMS), WHICH ARE LOCATED OFF A MILITARY INSTALLATION, PROTECTED BY IDS?  
	AFI 31-101, Attachment 9, Para A9.1. thru A 9.8.5.

	1.1.
	CCO-23:  ARE CATEGORIES I AND II MUNITIONS/ EXPLOSIVES STORAGE FACILITIES PROTECTED BY TWO LEVELS OF IDS?  
	AFI 31-101, Attachment 14, Para 23.3.3.8.

	1.2.
	CCO-24:  ARE ALL GOVERNMENT-OWNED FIREARMS STORED IN GOVERNMENT-OWNED FACILITIES?  
	AFI 31-101, Para 23.1.1.  

	1.3.
	DO CONTINGENCY PLANS INCLUDE PROVISIONS FOR INCREASING THE PHYSICAL SECURITY MEASURES FOR STORAGE AREAS COMMENSURATE WITH THE LOCAL COMMANDER’S ASSESSMENT OF THE SITUATION? (See Para 4.4 and 4.5.)   
	AFI 31-101, Para 23.2.  

	1.4.
	DOES THE OWNER/USER CONDUCT QUARTERLY ALARM TESTS OF ALL ALARMS WITH THE ALARM MONITOR AND IS THE LOG MAINTAINED FOR ONE YEAR?  
	AFI 31-101, Para 20.5.8.  thru 20.5.8.2.

	1.5.
	ARE KEYS TO STORAGE BUILDINGS, ROOMS, RACKS, CONTAINERS, AND IDS MAINTAINED SEPARATELY FROM OTHER KEYS AND ACCESSIBLE ONLY TO THOSE INDIVIDUALS WHOSE OFFICIAL DUTIES REQUIRE ACCESS TO THEM?  
	AFI 31-101, Para 23.3.5.2.  

	1.6.
	ARE KEYS TO CATEGORY I AND II AA&E SECURED IN A CLASS 5 GSA-APPROVED SECURITY CONTAINERS?  
	AFI 31-101 Para. 23.3.5.5.

	1.7.
	ARE RACKS AND CONTAINERS WEIGHING LESS THAN 500 POUNDS (WITH WEAPONS) FASTENED TO THE STRUCTURE (OR FASTENED TOGETHER OR IN GROUPS WHICH HAVE A TOTAL WEIGHT EXCEEDING 500 POUNDS) WITH BOLTS OR CHAINS AND APPROVED PADLOCKS?  
	AFI 31-101 Para. 23.3.3.7.1.

	1.8.
	HAS THE OWNER/USER DEVELOPED A SYSTEM OF RANDOM INSPECTION OF VEHICLES AND PERSONNEL ENTERING OR EXITING THE AREA?  
	AFI 31-101, Attachment 14, Para 23.3.3.12.

	1.9.
	AT UNIT LEVEL, IS A 100 PERCENT PHYSICAL COUNT OF SMALL ARMS TAKEN MONTHLY AND AN INVENTORY ACCOMPLISHED QUARTERLY BY SERIAL NUMBER (EXCEPT FOR BOXED AND BANDED ARMS)?  
	DoD 5100.76-M, C5.3.2.

	1.10.
	AT UNIT LEVEL, FOR BOXED AND BANDED ITEMS, DOES THE COUNT AND INVENTORY CONSIST OF A 100 PERCENT COUNT AS REFLECTED BY THE NUMBER OF ITEMS LISTED ON THE BOXES?  
	DoD 5100.76-M, Para C5.3.2.1.

	1.11.
	Does the plan identify local threats and available investigative resources in the geographical area?  
	AFI-31-101, Para 4.6.

	1.12.
	Does the RPP address basic techniques of pilferage control and use of protective measures?  
	AFI-31-101, Para 21.3.2. thru 21.3.2.10.

	1.13.
	For facilities with IDS located in civilian communities, are arrangements made to connect alarms to civil police headquarters, private security companies, or a monitoring service from which immediate response can be directed in case of unauthorized entry? 
	DoD 5100.76-M, Para C2.2.4.

	1.14.
	Are response requirements for facilities documented?  
	DoD 5100.76-M, Para C2.2.5.

	1.15.
	If protection of transmission lines for IDS when lines leaves the restricted area?  
	AFI-31-101, Para 12.6.1 thru 12.6.2.2.

	1.16.
	Are visible IDS lines inspected weekly?  
	DoD 5100.76-M, Para C2.2.6.

	1.17.
	Are facilities, protected by IDS, checked at least once during a 24-hour period by a SF patrol?  
	AFI 31-101, Para 23.3.2.4.

	1.18.
	Are checks of facilities conducted irregularly during non-duty hours, and do patrols check unattended facilities by checking doors and windows?  
	AFI 31-101, Para 23.3.2.4.

	1.19.
	Are the checks recorded and maintained for 90 days?  
	AFI 31-101, Para 23.3.2.4.2.

	1.20.
	Do owners/users have two-way radio communication when performing duties as a security force?  
	DoD 5100.76-M, Para C2.3.2.

	1.21.
	Is a current roster of individuals authorized access to keys maintained and kept out of public view?  
	AFI 31-101, Para 23.3.5.2.

	1.22.
	Do owners/users ensure that keys are not left unattended or unsecured at any time?  
	AFI 31-101, Para 23.3.5.3.

	1.23.
	When not attended or used, are keys providing access to Category III and IV AA&E, secured in containers of at least 20-gauge steel, or material of equivalent strength, and equipped with a General Services Administration (GSA)-approved, built-in, changeable, combination lock or a GSA-approved key-operated security key padlock?  
	AFI 31-101, Para 23.3.5.5.1.

	1.24.
	Has the Installation Commander or designee appointed, in writing, a key-and-lock custodian?  
	AFI 31-101, Para 23.3.5.4.

	1.25.
	Is a key control register maintained to ensure continuous administrative accountability for keys?  
	AFI 31-101, Para 23.3.5.6.

	1.26.
	Does the register contain the signature of the individual receiving the key, date and hour of issuance, serial number or other identifying information of the key, signature of the individual issuing the key, date and hour key was returned, and the signature of the individual receiving the returned key and is the disposal of completed forms IAW AFMAN 37-139? 
	AFI 31-101, Para 23.3.5.6.

	1.27.
	Are padlocks locked to the staple or hasp when the area or container is open?  
	AFI 31-101, Para 23.3.5.7.

	1.28.
	Are inventories of keys and locks conducted semiannually and retained on file for one year?  
	AFI 31-101, Para 23.3.5.1.

	1.29.
	Are non-appropriated fund activity firearms stored in government-owned facilities?  
	AFI 31-101, Para 23.1.1.

	1.30.
	Are all firearms storage facilities designated as controlled areas and approved for storing firearms?  
	AFI 31-101, Para 23.1.5.

	1.31.
	Are duress alarms provided unless the weapons are stored in a restricted area containing Priority A resources?  
	AFI 31-101, Para 23.3.4.1.3.

	1.32.
	Are all firearms physically inventoried each day that the facility is opened and at shift change for those facilities opened frequently during the day?  
	AFI 31-101, Para 23.4.1.

	1.33.
	Has the owner/user of firearms storage facilities developed emergency entry procedures?  
	AFI 31-101, Para 23.1.6.

	1.34.
	Are firearms storage facilities that routinely issue weapons equipped with battery or generator-powered emergency lighting that automatically switches over?  
	AFI 31-101, Para 23.1.7.

	1.35.
	Is emergency lighting provided for the interior storage facility, entrances, and issue windows?  
	AFI 31-101, Para 23.1.7.

	1.36.
	Is exterior security lighting provided for all arms storage buildings and arms rooms’ doors?
	AFI 31-101, Para 23.3.3.10.

	1.37.
	Are switches for exterior lighting installed, so they are not accessible to unauthorized individuals?  
	AFI 31-101, Para 23.3.3.10.

	1.38.
	Are doors to structures housing classified material meeting standards of Class V Vault doors and Class 5 Weapons Storage Container with a built-in three-position dial combination lock or a key-operated high-security padlock and hasp?  
	AFI 31-101, Para 23.3.3.6.

	1.39.
	Are firearms racks secured by low-security key padlocks, such as, those meeting commercial item description (CID) A-A-1927?  
	AFI 31-101, Para 23.3.4.1.

	1.40.
	Are bolts used to secure racks, spot-welded, preened, or otherwise secured, to prevent their removal?  
	AFI 31-101, Para 23.3.4.1.

	1.41.
	Are hinges for hinged-locking bars on racks, welded, preened, or otherwise secured to prevent their removal?  
	AFI 31-101, Para 23.3.4.1.

	1.42.
	Are all racks constructed, to prevent the removal of a weapon by disassembly?  
	AFI 31-101, Para 23.3.4.1.

	1.43.
	Are major parts, such as, barrels and major assemblies, afforded the same protection as Category IV arms?  
	AFI 31-101, Para 23.3.4.2.

	1.44.
	Are frames and receivers that constitute a weapon, stored according to their correct category?  
	AFI 31-101, Para 23.3.4.2.

	1.45.
	Are weapons escorts, armed as security protection, when transporting Category I or II weapons? 
	AFI 31-101, Para 23.5.2.3.

	1.46. 
	Are weapons provided continuous surveillance protection, while in field conditions?  
	AFI 31-101, Para 23.3.7.1.

	1.47.
	Is the NMSA designated as a controlled area?  
	AFI 31-101, Para 23.2. and 23.2.1.  

	1.48.
	Is the SF resource protection manager notified whenever there are changes to munitions, explosives storage levels, and risk categories within the NMSA?  
	AFI 31-101, Para 23.2.4.

	1.49.
	Has the RPEC or ISC determined what protection is necessary for minimum levels essential for operation (operating levels) of munitions?  
	AFI 31-101, Para 23.2.

	1.50.
	Are weapons in vehicles kept under constant surveillance, unless physically secured to the vehicle by an approved, lockable weapons rack?  
	AFI 31-101, Para   23.3.4.3.

	1.51.
	Are aircraft containing firearms cargo or having installed firearms on board, parked in a restricted area, if space is available; or parked in a controlled area with increased patrol coverage provided?  
	AFI 31-101, Para 23.3.3.4.6.

	1.52.
	For NMSA or stand-alone structures, is there a reliable and efficient primary and backup means of external and internal communications, one of which is a radio to be used for notification of emergency conditions?  
	AFI 31-101, Attachment 11, Para A11.8.

	1.53.
	Are owners/users conducting communications tests daily?  
	AFI 31-101, Attachment 11, Para A11.8.

	1.54.
	Are entry records (EALs, visitor logs, etc.) maintained for 90 days?  
	AFI 31-101, Attachment 11, Para A11.9.

	1.55.
	If there is evidence of tampering, are the box opened; and a 100 percent count taken of the arms inside?  
	DoD 5100.76- M, Para C5.3.2.1.

	1.56.
	Are inventories of small arms conducted each fiscal year for depots and semiannually for base levels; and do these consist of a 100 percent count as reflected by the number of items listed on the boxes?  
	DoD 5100.76 - M Para C5.3.2.3. and C5.3.2.2.

	1.57.
	Is a complete count taken of every box that is opened, damaged, or shows signs of tampering?  
	DoD 5100.76-M Para C5.3.2.1.

	1.58.
	Is DoD 4160.21-M followed, when excess and surplus arms, arms parts, ammunition, and explosives require disposal?  
	AFI 31-101, Attachment 14 Para 23.4.2.1.

	1.59.
	Are AA&E undergoing demilitarization, and AA&E being disposed of without demilitarization (FMS, transfer to law enforcement agencies, etc.), transported and stored, according to DoD 5100.76-M, until accountability is transferred?  
	AFI 31-101, Attachment 9 Para A9.11 thru A9.11.5.

	1.60.
	Are affected locks or cores to locks, replaced immediately, in the event keys are lost, misplaced, or stolen?  
	AFI 31-101, Para 23.3.5.9.

	2.
	Are arms rooms built to meet Class A Vault specifications and are modular vaults meeting Federal Specification AA-V-2737?  
	AFI 31-101, Attachment 9, Para A9.1 thru A9.1.8.

	2.1.
	Are the maximum construction standards being complied with for AA&E facilities? 
	DoD 5100.76-M, Para C 1.1. & C 2.1.2. 

	3.
	Are the fixed structure magazines meeting the requirements of DoD 6055.9-Std?  
	AFI 31-101, Attachment 9 , Para   A9.1.2.

	3.1.
	If existing facilities are being used, do they provide 10 minutes of forced entry delay?  
	AFI 31-101, Para 23.3.3.2.

	3.2.
	Is the entire perimeter of an enclave area for Category I and II fenced, if the installation perimeter does not have adequate fencing?  
	AFI 31-101,  Para 20.2.1.2.

	3.3.
	If the perimeter of an enclave area for Category I and II is not fenced, do entrances to storage structures have a CCTV system?  
	DoD 5100.76-M Para C3.1.5.6. 

	3.4.
	Minimum height of fence fabric (excluding top guard) is six feet.
	MIL HDBK 1013/1A

	3.5.
	Are the following minimum standards being met for fencing?
	AFI 31-101, Attachment 9, Para A9.7. / MIL HDBK 1013/1A.

	3.6.
	Fence fabric must be chain link (galvanized, aluminized, or plastic-coated woven steel) 2-inch (50 mm) square mesh 9-gauge (3.8 mm) diameter wire, including coating.
	AFI 31-101, Para 23.3.2.6.1.

	3.7.
	12-gauge galvanized steel tie-wires must be used to secure the fence fabric to posts and other structural members.
	AFI 31-101, Para 11.5.4.3.

	3.8.
	Unless continuously manned, are gates provided with a lock approved by the DoD component; and are the hinge pins and hardware welded, or otherwise secured, to prevent removal?  
	AFI 31-101, Para 23.3.2.6.5.

	3.9.
	Are drainage structures and water passages penetrating the barrier, having a cross-sectional area greater than 96 square inches and a dimension greater than 6 inches, barred to provide protection equivalent to the fence itself?  
	AFI 31-101, Para 23.3.2.6.6.

	3.10.
	Do clear zones extend 12 feet on the outside and 30 feet on the inside of the enclave?  
	AFI 31-101, Para 23.3.2.6.4.

	3.11.
	Is exterior security lighting provided for Categories I and II storage facilities?  
	AFI 31-101, Para 23.3.2.6.7.

	3.12.
	Are privately- owned vehicles prohibited from magazine or storage areas? 
	AFI 31-101, Atch 15, Para 23.3.2.3.


Table 4.5.  Protecting Airfields and Mission Support Aircraft 

	ITEM NO.
	ITEM
	REFERENCES

	1.
	Does the installation planner include in the ISP specific protection standards for airfields, or general flight operations area of an Air Force installation to protect airfield resources and mission support aircraft?
	AFI 31-101, Para 24.1.

	1.1.
	Is every person working in the flight line area responsible for airfield protection?
	AFI 31-101, Para 24.2. 

	1.2.
	Is the installation commander responsible for establishing the minimum requirements to ensure a visible protection posture?
	AFI 31-101, Para 24.3.

	1.3.
	Are flight line and mission support aircraft parking areas designated as controlled areas?
	AFI 31-101, Para 24.3.1.

	1.4.
	Are entry control points not in use secured and entry controlled by the using agency when opened?
	AFI 31-101, Para 24.3.2.

	1.5.
	Are the mission support aircraft areas limited to the minimum and located adjacent to the restricted area? 
	AFI 31-101, Para  24.3.3. 

	1.6.
	Is the traffic of POV restricted to the minimum, and POVs authorized on the ramp clearly identified with a flight line pass?
	AFI 31-101 Para. 24.3.4.

	1.7.
	Are all aircraft doors and hatches closed and locked if possible?
	AFI 31-101 Para. 24.3.5.

	1.8.
	Do owner or user commander ensure assigned personnel are trained in controlled area protection responsibilities and are aware of the local threat?
	AFI 31-101, Para 24.3.6.

	1.9.
	Is the concealed duress alarm of the passenger processing point connected to the security force control center? 
	AFI 31-101, Para 24.3.7.

	1.10.
	Are the Distinguished Visitors aircrafts code 4 (3-star general or civilian equivalent parked in a prominent area so maintenance personnel and security forces patrols can closely monitor them in the restricted area?
	AFI 31-101, Para 24.4 and 24.4.1.

	1.11.
	Are procedures established to inform security forces of the arrival, parking arrangements, and departure of all DV aircraft?  
	AFI 31-101, Para 24.4.3.

	1.12.
	Is the AFI 31-101 followed for specific policies on protecting classified equipment and aircraft?
	AFI-31-101, Para 24.5.



Table 4.6.  Protecting Funds

	ITEM NO.
	ITEM
	REFERENCES

	1.
	Are standards and procedures outlined in Chapter 25 applied to all military Accounting and Finance offices located on Air Force installations and fund facilities storing or maintaining $100,000 or more?
	AFI 31-101, Para 25.1.

	1.1.
	 Do Commissaries and AAFES facilities follow their own protection requirements, and meet protection standards equal to those in this publication if they store or maintain $100,000 or more?
	AFI 31-101, Para  25.1.

	1.2.
	Are all private organizations (credit unions, commercial banks, etc.) and facilities storing or maintaining less than $100,000 exempt from the requirements of these instructions?
	AFI 31-101, Para  25.1.

	1.3
	Are all Air Force Accounting and Finance offices and funds facilities handling or storing  $100,000 or more designated as controlled areas?
	AFI 31-101, Para 25.1.1.

	1.4.
	Are high cash value resources protected according to their dollar value but not for postage stamps stocks, money orders, government paychecks, or negotiable instruments marked payable to the US Treasury?  
	AFI 31-101, Para 25.1.2.

	2.
	Is the Funds Activity Custodian responsible for ensuring that funds are protected as prescribed by this publication and according to local procedures in the ISP?
	AFI 31-101, Para 25.2.

	2.1.
	Does the Fund Activity Custodian publish a local operating instruction, outlining minimum procedures? 
	AFI 31-101, Para 25.2.2.

	2.2.
	Is the AF Form 116 used to prepare and coordinate all deviations to protection standards?
	AFI 31-101, Para 25.2.4.

	2.3.
	Do security forces personnel escort government funds only?
	AFI 31-101, Para 25.3.

	2.4.
	Are escort procedures for government funds determined locally and published in the ISP?
	AFI 31-101, Para 25.3.

	2.5.
	Are commissaries, AAFES facilities and no appropriated funds activities encouraged to contract escort services if needed?
	AFI 31-101, Para 25.3.

	2.6.
	Are security forces vehicles operated by or carrying security forces personnel transport escorted funds?
	AFI 31-101, Para 25.3.1.

	2.7.
	Are there guidelines and compliances for fund storage limits during non-operating hours?
	AFI 31-101, Para 25.4. 

	2.8.
	Do funds storage rooms specially selected for containing funds during non-operating hours meet the minimum construction requirements?
	AFI 31-101, Para 25.4.1. thru 25.4.1.5.

	2.9.
	Are fund storage containers used to store government funds GSA approved?
	AFI 31-101, Para  25.4.2.

	2.10.
	If the container does not meet GSA specifications, does it have an Underwriter’s Laboratory (UL) label  (or foreign equivalent) designating it as a burglar- resistant safe? 
	AFI 31-101, Para 25.4.2.

	2.11.
	Is the container combination controlled, restricted and changed every 6 months for accounting and finance facilities, every 12 months for other funds facilities storing over $100,000; when transferring, discharging, or separating personnel who have access to the container and when directed by the ISC?
	AFI 31-101, Para 25.4.2.2. thru 25.4.2.2.4.

	2.12.
	Are specific guidelines for storing funds after duty hours and at cashier cages during duty hours followed?
	AFI 31-101, Para  25.6. thru 25.6.2.

	2.13.
	Is an effective IDE used to protect: accounting and finance offices, facilities storing $100,000 or more, or Other Funds Facilities as required locally by the ISC?
	AFI 31-101, Para 25.7.

	2.14.
	Are the funds containers and the area in which the container is located protected with at least two levels of alarms, and the IDE meets the requirements in Chapter 20?
	AFI 31-101, Para 25.8.

	2.15.
	Do the owner and user provide on scene surveillance of the affected area unless an approved portable IDE can be installed, and the portable IDE must provide a level of protection equal to or better than that provided by the existing IDE?
	AFI 31-101, Para 25.9.

	2.16.
	Do the owner/user test the IDE with security forces quarterly and   these checks documented in an automated record? 
	AFI 31-101, Para 25.9.1.

	2.17.
	Is the alarm maintenance personnel notified if two or more nuisance alarms from the same facility occur in a 24-hour period?
	AFI 31-101, Para 25.9.2.

	2.18.
	Are the unattended storage of funds and accounting and finance cashier cages equipped with a duress alarm in addition to the IDE protection?
	AFI 31-101, Para 25.10.

	2.19.
	Is the need for use of additional duress alarms determined by the ISC?
	AFI 31-101, Para 25.10.


Table 4.7.  Protecting Pharmacies and Other Resources.  

	ITEM NO.
	ITEM
	REFERENCES

	1.
	ARE THE FOLLOWING PROTECTION STANDARDS BEING APPLIED TO HOSPITAL FACILITIES?  
	

	1.1.
	ARE PHARMACIES STORING CONTROLLED SUBSTANCES EQUIPED WITH (TWO LEVELS) OF IDE AND DURESS ALARMS IAW SCHEDULE II, UNIFORM CONTROLLED SUBSTANCES ACT?
	AFI 31-101,  Atch 15, Para 26.1.2.1. &  26.1.2.2.

	1.2.
	ARE PHARMACIES AND CONTROLLED SUBSTANCE STORAGE ROOMS AND/OR BUILDINGS DESIGNATED AS CONTROLLED AREAS?  
	AFI 31-101, Attachment 15, Para 26.1. 

	1.3.
	Are pharmacies and controlled substances storage areas protected to include double- locked doors, exterior and dispensing windows secured from the inside, doors constructed of 1 3/4  inch solid wood, laminated wood with US 12 gauge steel plate on the outside face with walls, floors and ceilings constructed or reinforced to provide protection equal to or greater than that of doors and windows?
	AFI 31-101, Atch 15, Para 26.1.2.3.1. thru 23.1.2.3.6.



DANIEL JAMES, III, Lieutenant General, USAF


Director, Air National Guard

OFFICIAL

DEBRA N. LARRABEE, Colonel, USAF
Attachment

Chief, Support Services
References & Abbreviations

Attachment

References & Abbreviations 

References:

DoD 4160.21-M
Defense Reutilization and Marketing Manual 

DoDD 5100.76
Physical Security of Sensitive Conventional Arms, Ammunition, and 


Explosives 

DoD 5200.1-R
Information Security Program

DoD 6055.9-Std
DoD Ammunition and Explosives Safety Standards

AFI 31-101
The Air Force Installation Security Program 

AFI 31-401
Information Security Program Management

AFH 31-209
The Air Force Resource Protection Program 

AFH 31-223
The Air Force Resource Protection Program 

AFMAN 37-13
 Record Disposition Schedule

MIL HDBK 1013/1A
Military Handbook
Title 50, U.S.C., Para 797
Internal Security Act of 1950

DODD 5200.8, 25 Apr 91  Security of DOD Installations & Programs
DOD 5220.22-R
Industrial Security Regulations

MCO 5500.13/DLAR 5710.4

AFPD 90-2
Inspector General, The Inspection System 

AFI 31-601
Industrial Security Program Management

AFI 37-128
Administrative Orders (PA)

T.O. 00-35D-54
USAF Material Deficiency Reporting & Investigation System
Abbreviations and Acronyms

AA&E
Arms, Ammunition, and Explosives

AFOSI
Air Force Office of Special Investigations

C3
Command, Control and Communications

CID
Commercial item description

CSF
Chief of Security Forces

CSC
Central Security Control

DES
Data Encryption Standard

DV
Distinguished Visitor

EAL
Entry Authority List

EC
Entry Controller

ECF
Entry Control Facility

ESS
Electronic Security System

GSA
General Services Administration

FPCON
Force Protection Condition

IDE
Intrusion Detection Equipment

IDS
Intrusion Detection System

IRPP 
Installation Resources Protection Plan 

ISC 
Installation Security Council 

ISP 
Installation Security Plan

LED
law Enforcement Desk

LMR
Land Mobile Radio

NMSA
Nonnuclear Munitions Storage Area

MSCF
Master Surveillance Control Facility

MSCFO
Master Surveillance Control Facility Operator

PL
Protective Level, Followed by Number 1,2,3,4

RAB
Restricted Area Badge 

RPEC 
Resource Protection Executive Committee

RPPM 
Resource Protection Program Manager 

SCI
Sensitive Compartmented Information

SCIF
Sensitive Compartmented Information Facility

SF 
Security Forces

SOF
Special Operations Force

SRT
Security Response Team

SSN
Social Security Number
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