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Command Policy


COMPLIANCE AND STANDARDIZATION REQUIREMENTS LIST

INFORMATION SECURITY

NOTICE:  This publication is available digitally on the NGB-SDP WWW site at http://www.ngbpdc.ngb.army.mil.
OPR:  ANG/XOFI (Ms. T. Kirk)
Certified by:  NGB/CF (Col M. Hillestad)

Supersedes:  ANGPD 90-264, 13 Sep 99
Pages: 12


Distribution:  F

This directive implements AFPD 90-2, The Inspection System.  This directive lists compliance items that support guidance in the following: law, executive order, higher headquarters publications (DOD, JCS, FAA, AFI, AFMAN, etc.).  Units will supplement this directive to add internal compliance items.  This directive applies to the Air National Guard (ANG).  Send comments and suggested improvements to this directive on AF Form 847, Recommendation for Change of Publication.  Send to ANG/XOFI, 1411 Jefferson Davis Highway, Arlington, Va 22202-3231.

1.  General.  The items listed do not constitute the order or limit the scope of the inspection/assessment.    The objective is to identify deficiencies that preclude attainment of required capabilities. Units can supplement this publication to add internal compliance items.  This directive may be used in whole or in part by HHQ during visits or exercises.  Users may add any item(s), which, in the exercise of good judgment, requires examination.

2.  Critical Compliance Objectives (CCO).  Areas that represent “single-point failure” issues where non-compliance would result in dire mission impact or could very likely result in loss of life, serious injury, or significant potential for litigation. CCOs are shown in BOLD AND ALL CAPS FORMAT.

3.  Core Compliance Items (CCI).  Areas that require special vigilance and are important to the overall performance of the unit, but are not deemed “critical”.  Non-compliance would result in some negative impact on mission performance or could result in injury, unnecessary cost, or possible litigation.  CCIs are shown in ALL CAPS FORMAT.

4.  General Compliance Items (GCI).  Areas deemed fundamental to successful overall performance of the unit, but non-compliance would result in minimal impact on mission accomplishment or would be unlikely to result in injury, increased cost, or possible litigation. GCIs are shown in title and lower case.  
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Table 1.  Information Security.  

	Item

No.
	Item
	References

	1.
	HAS THE UNIT COMMANDER/STAFF AGENCY CHIEF APPOINTED A SECURITY MANAGER, AND NECESSARY ALTERNATES, TO ENSURE THAT THE INFORMATION SECURITY PROGRAM IS IMPLEMENTED?
	AFI 31-401, Para 1.3.5.

	2.
	HAVE ALL AIR FORCE CLEARED PERSONNEL (MILITARY AND CIVILIAN) BEEN PROVIDED AN OPPORTUNITY TO SIGN THE STANDARD FORM 312, CLASSIFIED INFORMATION NONDISCLOSURE AGREEMENT?
	AFI 31-401, Para 5.5. 

	3.
	Is AF Form 2587, Security Termination Statement, used for personnel termination briefings when separating from the service, terminating civilian employment, or terminating access to special program material? 
	AFI 31-401, Para 8.10.1. 

	4.
	IS THE SERVICING SECURITY ACTIVITY (ISPM) CONDUCTING ANNUAL PROGRAM REVIEWS FOR THOSE UNITS STORING CLASSIFIED INFORMATION?
	AFI 31-401, Para 1.4.2.

	5.
	Has the unit commander/staff agency chief designated personnel to conduct semiannual security self-inspections?
	AFI 31-401, Para 1.4.3.

	6.
	ARE ORIGINAL CLASSIFICATION AUTHORITIES (OCA) INDOCTRINATED IN THE FUNDAMENTALS OF SECURITY CLASSIFICATION, LIMITATIONS ON THEIR AUTHORITY TO CLASSIFY INFORMATION, AND THEIR RESPONSIBILITIES TO THESE FUNDAMENTALS AND LIMITATIONS PRIOR TO THE EXERCISE OF THIS AUTHORITY? 
	DoD 5200.1-R, Para 2-202, Chap 9; AFI 31-401, Para 8.5. 

	7.
	Do all OCAs receive training before exercising their authority?
	DoD 5200.1-R, Para 2-202 

	8.
	Are challenges to classification sent, in writing, to the OCA with jurisdiction over the information in question?
	AFI 31-401, Para 2.3.1.

	9.
	Has an OCA determined a date or event that is less than 10 years from the date of original classification upon which the information can be automatically declassified? 
	DoD 5200.1-R, Para 4-201a

	10.
	If unable to determine a date or event of less than 10 years, has the OCA assigned a declassification date that is 10 years from the date of the original classification decision?
	DoD 5200.1-R, Para 4-201c

	11.
	Has the OCA included an exemption category if information must remain classified beyond 10 years?
	DoD 5200.1-R, Para 4-202

	12.
	Is the OCA identified on the “classified-by” line when the document’s information is classified as an act of original classification?  An example of an OCA “Classified By” line would be:

Classified by:  John Smith, Gen, USAF 

Director of Test and Evaluation 

Reason:  1.5(d) 

Declassify on:  14 Dec 2006   
	DoD 5200.1-R, Para 5-202

	13.
	Has the OCA identified the reasons for the decision to classify information?
	DoD 5200.1-R, Para 5-203

	14.
	Has the derivative classifier identified the source document or the classification guide on the “Derived From” line, including the agency and, where available, the office of origin, and the date of the source or guide?
	DoD 5200.1-R, Para 5-202b(1)

	15.
	When a document is classified derivatively on the basis of more than one source document, has the derivative classifier included the identification of each source with the file or record copy of the derivatively classified document?
	DoD 5200.1-R, Para 5-202b(2)

	16.
	Has the derivative classifier properly carried forward the required information for documents marked for declassification as “Original Agency Determination Required (OADR)?”  An example is: 

Derived from:  Multiple Sources

Title of 1st document (U), Signatures Name, date of document 

Title of 2nd document(U), Signatures Name, date of document

Declassify on:  Source marked OADR

                         Dated______________ 
	DoD 5200.1-R, Para 5-204c(2)

	17.
	AT THE TIME OF ORIGINAL OR DERIVATIVE CLASSIFICATION, ARE THE FOLLOWING MARKINGS SHOWN ON THE FACE OF THE DOCUMENT, OR CLEARLY ASSOCIATED WITH OTHER FORMS OF CLASSIFIED INFORMATION APPROPRIATE TO THE MEDIUM INVOLVED?
	DoD 5200.1-R

	17.1.
	OVERALL CLASSIFICATION? 
	DoD 5200.1-R, Para 5-200

	17.2.
	AGENCY AND OFFICE OF ORIGIN?
	DoD 5200.1-R, Para 5-201

	17.3.
	DATE OF CLASSIFICATION? 
	DoD 5200.1-R, Para 5-201

	17.4.
	IDENTITY OF ORIGINAL CLASSIFICATION AUTHORITY BY POSITION TITLE, OR OTHER SOURCE OF CLASSIFICATION?
	DoD 5200.1-R, Para 5-202

	17.5.
	REASON (FOR ORIGINAL CLASSIFICATION AUTHORITY)?
	DoD 5200.1-R, Para 5-203

	17.6.
	DATE OR EVENT FOR AUTOMATIC DECLASSIFICATING OR DOWNGRADING?
	DoD 5200.1-R, Para 5-204 and 5-205 

	17.7.
	ANY ADDITIONAL WARNING NOTICES, SUCH AS:   RESTRICTED DATA, FORMERLY RESTRICTED DATA, CRITICAL NUCLEAR WEAPON DESIGN INFORMATION, OR DISSEMINATION AND REPRODUCTION LIMITATIONS?
	DoD 5200.1-R, Para 5-208

	18.
	Are illustrations, photographs, figures, graphs, drawings, charts, and similar portions of classified documents, as well as captions of such portions, marked appropriately?
	DoD 5200.1-R, Chap 5, Section 4 

	19.
	Are subjects or titles of classified documents marked with the appropriate symbol (TS), (S), (C), or (U) following and to the right of the item?  (Subjects or titles of documents should be unclassified, if possible.)  Are portions of text marked with the appropriate abbreviations?
	DoD 5200.1-R, Para 5-206a(1)(c)(2)

	20.
	Is appropriate classification guidance, as well as declassification instructions, annotated on the transmittal/cover letters?
	DoD 5200.1-R, Chap 5, Para 5-301 

	21.
	Has the highest classification in the text of the document or any documents attached marked on face of transmittal document and has a statement been made on the face of transmittal document when an attachment has been removed? 
	DoD 5200.1-R, Para 301b 

	22.
	Is an explanation provided as to what are classified on documents that are classified by compilation?
	DoD 5200.1-R, Para 5-302

	23.
	Are classified electronically transmitted messages marked with the overall classification as the first item in the text and “Classified By/Derived From” and declassification and downgrading instructions included in the last line?
	DoD 5200.1-R, Para 5-304

	24.
	Is foreign government (non-NATO) information classified Restricted marked “Confidential - Modified Handling?”
	DoD 5200.1-R, Para 5-702b 

	25.
	When a document is derivatively classified based on “multiple sources,” is the list of sources attached to the file copy?
	DoD 5200.1-R, Para 3-200d and 5-202b(2)

	26.
	If holders of classified information believe the document has been improperly classified, do they make a challenge?
	DoD 5200.1-R, Para 4-900 

	27.
	Are all classified items clearly identified to show classification?
	DoD 5200.1-R, Para 5-100

	28.
	If not marked otherwise, is automated information system (AIS) storage media and other AIS storage media marked with the appropriate Standard Form label?
	DoD 5200.1-R, Para 5-409

	29.
	Is the AIS’s information storage media and devices marked with:

    a.  SF 706, Top Secret AIS Media Classification Label, for Top Secret

    b.  SF 707, Secret AIS Media Classification Label, for Secret

    c.  SF 708, Confidential AIS Media Classification Label, for Confidential 

    d.  SF 711, ADP Data Descriptor 
	DoD 5200.1-R, Para 5-409 and AFI 31-401, Para 4.6.

	30.
	Are classified working papers: 
	DoD 5200.1-R, Para 6-101 and AFI 31-401, Para 5.3.

	30.1.
	Dated when created?
	Same as Para 30. 

	30.2.
	Marked with the highest classification?
	Same as Para 30.

	30.3.
	Protected IAW the assigned classification?
	Same as Para 30.

	30.4.
	Conspicuously marked “Working Paper?”
	Same as Para 30.

	30.5.
	Destroyed when no longer needed?
	Same as Para 30.

	30.6.
	Marked with the originator’s name, organization, and office symbol?
	Same as Para 30.

	30.7.
	Accounted for, controlled, and marked as a finished document when retained for more than 180 days from date of origin or released by the originator outside the activity?
	Same as Para 30.

	31.
	IS CLASSIFIED MATERIAL AND INFORMATION STORED IN:
	DoD 5200.1-R, Para 6-402 and Appendix G 

	31.1.
	A GENERAL SERVICES ADMINISTRATION (GSA) APPROVED SECURITY CONTAINER?
	Para 6-401

	31.2.
	AN APPROVED VAULT OR SECURE ROOM?  SECRET AND CONFIDENTIAL INFORMATION MAY BE STORED IN SECURE ROOMS THAT WERE APPROVED FOR THE STORAGE OF SECRET OR CONFIDENTIAL MATERIAL BY THE DoD COMPONENTS PRIOR TO 1 OCT 95.  
	Para 6-402

	32.
	Are storage containers, vaults, and vault-type rooms protected by an alarm system or guarded during non-operating hours when they are located in buildings, structural enclosures, or other areas not under U.S. Government control?
	DoD 5200.1-R, Para 6-402, Appendix G 

	33.
	Are combinations to security containers changed at required intervals?
	DoD 5200.1-R, Para 6-404b(1)

	33.1.
	When placed in use?
	Same as 33.

	33.2.
	Whenever an individual knowing the combination no longer requires access?
	Same as 33.

	33.3.
	When the combination has been subject to possible compromise?
	Same as 33.

	33.4.
	When taken out of service?  Built-in combination locks shall be reset to the standard combination 50-25-50; combination padlocks shall be reset to the standard combination 10-20-30.
	Same as 33.

	33.5.
	Are combinations classified at the highest category of the classified information authorized to be stored therein?
	DoD 5200.1-R, Para 6-404b(5)

	34.
	Are classified document cover sheets affixed to classified documents that have been removed from secure storage?
	DoD 5200.1-R, Para 6-301

	35.
	Is a record, i.e., Standard Form 700, Security Container Information, maintained for each vault, secure room, or security container used for storing classified information, showing location of the container, the names, home addresses, and home telephone numbers of the individuals having knowledge of the combination?
	DoD 5200.1-R, Para 6-404b(3) 

	36.
	Is access to combinations limited to only those individuals who are authorized access to the classified information stored therein?
	DoD 5200.1-R, Para 6-404b(4)

	37.
	Have persons neutralizing lock-outs or repair of any damage affecting the integrity of a security container, approved for storage of classified information, been the subject of a trustworthiness determination in accordance with DoD 5200.2-R, or are they continuously escorted while so engaged?
	DoD 5200.1-R, Para 6-405 

	38.
	Has a system of security checks at the close of each working day, been established to ensure that the area is secure, and are Standard Forms 701, Activity Security Checklist, and 702, Security Container Check Sheet, used as part of this system?
	DoD 5200.1-R, Para 6-302

	39.
	Does the Installation Commander approve storage of classified material in open or unattended storage areas and identify the location in the ISI?
	AFI 31-101, Para 3.3.4. & 22.2.5.2.

	40.
	Has the Installation Commander designated an overnight repository for classified material?
	AFI 31-401, Para 5.14.1.

	41.
	Has the Installation Commander authorized the storage of secret material on the flightline during in-processing for deployment?  
	AFI 31-401, Para 5.14.2. 

	42.
	If used, has the ISPM approved alternate or compensatory security controls?
	AFI 31-401, Para 5.30.1.

	43.
	Has the Unit Commander or Staff Agency Chief designated a “clean-out day” annually?
	AFI 31-401, Para 5.28.3.

	44.
	Has a Top Secret Control Officer (TSCO) and alternate been designated to maintain the top secret control account information? 
	AFI 31-401, Para 5.10.1.1.

	45.
	Is an AF Form 143, Top Secret Register Page, used to account for all top secret documents and AIS material?
	AFI 31-401, Para 5.10.1.1. 

	46.
	Is AF Form 144, Top Secret Access Record and Cover Sheet, used as the disclosure record kept with the applicable top secret material?
	AFI 31-401, Para 5.10.1.2.1.

	47.
	IS AN INVENTORY CONDUCTED ANNUALLY OR WHEN THERE IS A CHANGE IN TOP SECRET CONTROL OFFICERS?
	AFI 31-401, Para 5.10.1.3.1.

	48.
	Are procedures developed to protect incoming mail delivered by messenger, until a determination is made whether classified material is contained in the package?
	AFI 31-401, Para 6.4.

	49.
	Is top secret information transmitted only by:

    a.  Hand-carried by an approved individual

    b.  Approved cryptographic system

    c.  Defense Courier Service, Department of State Diplomatic Courier 
	DoD 5200.1-R, Para 7-101

	50.
	Is Secret and Confidential information transmitted only by:

    a.  Any means approved for Top Secret

    b.  U.S. Postal Service (USPS) Registered Mail 
	DoD 5200.1-R, Para 7-102 

	51.
	Is U.S. Postal Service Express Mail limited to Secret and Confidential within the Continental United States and its territories?
	DoD 5200.1-R, Para 7-102e and 103a

	52.
	Are receipts properly prepared, and is tracer action taken when signed receipts have not been returned by the imposed suspense date (30 days within CONUS, 45 days OCONUS)?
	AFI 31-401, Para 6.6.4.1.1. and Para 6.6.4.1.2.

	53.
	Are individuals who hand-carry classified information informed of their security responsibilities and do they acknowledge this action?
	DoD 5200.1-R, Para 7-300b

	54.
	Does the unit that releases the information keep a list of all classified material being hand-carried?
	AFI 31-401, Para 6.7.3.1. and 6.7.3.2.

	55.
	Does the appropriate office approve all hand-carrying of classified information on commercial aircraft?
	DoD 5200.1-R Para 7-302; AFI 31-401, Para 6.7.1.1.

	56.
	Have Unit Commanders and Staff Agency Chiefs designated officials to authorize reproduction of classified material?
	AFI 31-401, Para 5.27.

	57.
	ARE PLANS FOR THE PROTECTION, REMOVAL, OR DESTRUCTION OF CLASSIFIED MATERIAL IN CASE OF FIRE, NATURAL DISASTER, CIVIL DISTURBANCE, TERRORIST ACTIVITIES, OR ENEMY ACTION DEVELOPED?
	DoD 5200.1-R, Para 6-303a

	58.
	Is each classification guide approved personally, and in writing, by an official who has program or supervisory responsibility over the information?  Is the senior agency official designated in accordance with subsection 2-201 of DoD 5200.1-R authorized to classify information originally at the highest level of classification prescribed in the guide?
	DoD 5200.1-R, Para 2-502a

	59.
	Does the originator of each guide execute DD Form 2024, DoD Security Classification Guide Data Elements, when the guide is approved, changed, revised, reissued, or canceled, and when its review is accomplished?
	DoD 5200.1-R, Para 2-502e

	60.
	Does the office of primary responsibility (OPR) review their security classification guides (SCGs) at least once every five years?
	DoD 5200.1-R, Para 2-503

	61.
	Has the Commander, Staff Agency Chief, and Supervisor implemented an effective recurring and refresher training program?
	AFI 31-401, Para 8.9. 

	62.
	Are all individuals who are cleared for access to classified information given an initial orientation to the Information Security Program before being allowed access to classified information?
	DoD 5200.1-R, Para 9-200a

	63.
	Is refresher training being accomplished at least annually?
	DoD 5200.1-R, Para 9-401 

	64.
	Are security incidents reported to servicing ISPM by the end of the first duty day?
	AFI 31-401, Para 9.2.1.

	65.
	Does the ISPM provide technical guidance and monitor the status of security incidents?
	AFI 31-401, Para 9.6.1.1. and 9.6.1.2. 

	66.
	Do investigating officials complete investigations within 30 days?
	AFI 31-401, Para 9.6.2.

	67.
	Are requests for waivers for DoD 5200.1-R, Information Security Program, and AFI 31-401, The Information Security Program Management, sent through ISPM channels to HQ USAF/XOFI?
	AFI 31-401, Para  1.6.


Table 2.  Personnel Security. 

	Item

No.
	Item
	References

	1.
	Does the chief of the servicing security activity maintain security information files for the commander?
	AFI 31-501, Para 8.2.2.2. 

	2.
	When a security information file (SIF) is established, has the Unit Commander determined if the subject will retain access to classified information and unescorted entry to restricted areas?
	AFI 31-501, Para 8.2.1.4. 

	3.
	HAS THE UNIT COMMANDER/STAFF AGENCY CHIEF IMPLEMENTED PROCEDURES TO ESTABLISH AN SIF FOR ANYONE REFUSING TO EXECUTE THE SF 312, CLASSIFIED INFORMATION NONDISCLOSURE AGREEMENT?
	AFI 31-501, Para   8.2.1.3.1.1. 

	4.
	Is the ISPM providing the necessary personnel security program management oversight, to include the civilian personnel offices?
	AFPD 31-5, Para 5. and 7. 

	5.
	DO ASSIGNED PERSONNEL HAVE APPROPRIATE SECURITY CLEARANCES AND INVESTIGATIONS REQUIRED FOR THE POSITIONS THEY ARE ASSIGNED?
	AFI 31-501, Para 3.8. and Attach 3

	6.
	Are levels of security clearances based upon the access requirements documented on the UMD and DCPDS?
	AFI 31-501, Para 7.1.2.1. and Attach 3, A3.7. 

	7.
	IS SENTINEL KEY USED FOR THE VERIFICATION OF CLEARANCE ELIGIBILITY AND ACCESS FOR BOTH MILITARY AND CIVILIAN PERSONNEL?
	AFI 31-501, Para 7.4.

	8.
	In cases where no clearance data is available, are authorized requesters contacting the AFCAF for validation and maintaining a memorandum for record?
	AFI 31-501, Para 7.6.1.

	9.
	Is AF Form 2583, Request for Personnel Security Action, being used to grant and document special access authorizations?
	AFI 31-501, Attach 2, Para A2.6.

	10.
	Are AF Forms 2583, for special access, being maintained in the unit of assignment?
	AFM 4-20, Vol II, Table 205-1, Rule 42 & AFI 31-501, Attach 2, Para A2.6.4.

	11.
	ARE THE “CONTINUOUS RESPONSIBILITIES FOR SECURITY” BEING PERFORMED AS REQUIRED?
	AFI 31-501, Chap 9


Table 3. Industrial Security.  

	Item No.
	Item
	References

	1.
	DOES THE SERVICING SECURITY ACTIVITY (ISPM) IMPLEMENT AND OVERSEE THE INSTALLATION INDUSTRIAL SECURITY PROGRAM AND COORDINATE WITH THE OFFICES OF PRIMARY RESPONSIBILITY THAT OVERSEE OTHER SECURITY DISCIPLINES?
	AFI 31-601, Para 1.4.1. 

	2.
	HAS THE INSTALLATION COMMANDER ESTABLISHED CONTRACTOR OPERATIONS REQUIRING ACCESS TO CLASSIFIED INFORMATION ON THEIR INSTALLATIONS AS INTERMITTENT VISITORS, VISITORS GROUPS, OR CLEARED FACILITIES? 
	AFI 31-601, Para 1.1.7. 

	3.
	ARE THE SECURITY REQUIREMENTS OF THE CLASSIFIED CONTRACT BEING ACCOMPLISHED BY THE CONTRACTOR AND REVIEWED FOR ACCURACY AND UPDATED DURING CONTRACT REVISION?
	DoD 5220.22-R, Appendix C  

	4.
	DOES THE SERVICING SECURITY ACTIVITY (ISPM) HELP INCORPORATE APPROPRIATE SECURITY REQUIREMENTS IN CLASSIFIED CONTRACTS?
	AFI 31-601, Para 1.4.1. 

	5.
	Does the ISPM review draft security classification guides and DD Form 254, DoD Contract Security Classification Specification, for accuracy?
	AFI 31-601, Para 1.4.1. 

	6.
	Has the DD Form 254 been signed, reviewed, and updated, as necessary?
	DoD 5220.22-R, Chap 7; Contract Section J List of Attachments; and AFI 31-601, Para 4.2. and 4.4. 

	7.
	Is the contractor receiving current classification guidance, via a DD Form 254, from the security manager?
	DoD 5220.22-R, Chapter 7; AFI 31-601, Para 4.2.1. 

	8.
	HAS A VISITOR GROUP SECURITY AGREEMENT BETWEEN THE INSTALLATION COMMANDER AND THE CONTRACTOR’S HOME OFFICE FACILITY BEEN ACCOMPLISHED (ACCOMPLISHED BY THE ISPM FOR EACH VISITOR GROUP)?
	AFI 31-601, Para 4.1.2.

	9.
	DOES THE ISPM CONDUCT AND DOCUMENT INSPECTIONS OF VISITOR GROUPS DURING PROGRAM REVIEWS OF UNITS?
	AFI 31-601, Para 1.4. and 1.6.1.1.

	10.
	Does the ISPM ensure that the contractor takes prompt corrective action when security review of a contractor operation results in deficiencies?
	AFI 31-601, Para 1.4.1. 

	11.
	Does the ISPM provide the DSS Cognizant Security Office (CSO) a copy of the security review and other documentation required by DoD 5220.22-R, AFPD 31-6, and AFI 31-601?
	AFI 31-601, Para 1.4.1. 

	12.
	Does the ISP maintain contract folders on each cleared facility and visitor group that has access to classified material?
	AFI 31-601, Para 1.4.1. 

	13.
	Are other security discipline OPRs part of the ISPM Program Assistance Visit for all unit contractors with access to classified?
	AFI 31-601, Para 1.6.3. 

	14.
	Does the ISPM MONITOR AND RESOLVE CONTRACTOR SECURITY VIOLATIONS AND COMPROMISES PROMPTLY?
	AFI 31-601, Para 1.4.1. 

	15.
	Is the contractor reporting security violations through their security manager to the servicing security manager?
	DoD 5220.22-R, Chapter 5; AFI   31-601, Para 1.10.

	16.
	Is the contractor reporting suspicious contacts and adverse information through the security manager to the ISPM?
	DoD 5220.22-R, Chapter 5; AFI 31-601, Para 1.9. 

	17.
	Is the contractor reporting espionage, sabotage, deliberate compromises or leaks of classified information through the security manager to the servicing security manager?
	DoD 5220.22-R, Para 5-101; AFI 31-601, Para 1.10.2. 

	18.
	Is the contractor provided access to “need-to-know” contract specific performance information only?
	AFI 31-601, Para 5.1.2. 

	19.
	Does the contractor, operating from on-base facilities, coordinate with the contracting officer for AIS accreditation, COMSEC and TEMPEST requirements?
	AFH 31-602, Para 8.1. 

	20.
	Does the contractor receive appropriate security educational material from the security manager?
	DoD 5220.22-R, Chapter 6; AFI 31-601, Para 3.1.

	21.
	Is the Security Manager coordinating all government visits to contractor facilities with contractor security coordinators?
	DoD 5220.22-R, Para 3-101; AFI 31-601, Para 6.3.3.

	22.
	ARE REQUESTS FOR RELEASE OF INFORMATION BY THE CONTRACTOR WORKING ON CONTRACTS WITH ACCESS TO CLASSIFIED, FORWARDED THROUGH THE MAJCOM PUBLIC AFFAIRS CHANNELS?
	AFI 31-601, Para 1.5.1.

	23.
	Are all requests for foreign nationals to visit on-base facilities approved and provided by the base foreign disclosure office?
	DoD 5220.22, Para 3-106; AFI 31-601, Para 10.2. and 10.5. 

	24.
	Are foreign nationals requesting data from contractors referred to their sponsoring foreign government?
	DoD 5220.22-R, Para 8-102; AFI 31-601, Para 10.2. and 10.4. 


DANIEL JAMES III, Lieutenant General, USAF

Director, Air National Guard
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DEBRA N. LARRABEE, Colonel, USAF
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