BY ORDER OF THE CHIEF, * AFl 10-207/ANGSUP 1
NATIONAL GUARD BUREAU 1 MARCH 2002

Operations

COMMAND POSTS

AFl 10-207, 11 April 2000 is supplemented as follows. This supplement provides additiond
guidance regarding the establishment, operation, and support of command posis as set forth in
AFl 10-207. It applies only to ANG units assigned a pure air defense misson and those tasked
by NORAD CONPLAN 3310-XX.

SUMMARY OF REVISIONS
Thisdocument has been substantially revised and must be completely reviewed.

1.1. Theterm command post (CP) is used to describe each unit command and control facility.

1.4. The CP superintendent will report to the unit commander with respongbility to operate the
CP.

1.5.1.2. (Added) (ANG) Although collocation of the CP and MOC is desrable, it is not
required in ANG Command Posts.

2.24.3. (Added) (ANG) See Attachment 4 for list of required equipment. When possible,
latrine and break room will be located insde the CP. This does not require rehabilitation

of exiging facilities, but will be incorporated in al new CP condruction. Emergency

power generation will be capable of providing 100 percent of CP eectrica requirement, to
include HVAC, while operating a 80-90 percent of the rated KW. Every CP computer will
be protected by an uninterruptible power source (UPS).

2244. (Added) (ANG) The controller at the aternate CP must be able to receive and
issue scramble orders.

2.29.3.1. (Added) (ANG) Restrict eectromechanical lock combination to CP

personnd only. Change the combination monthly or when individuas are no longer

assigned.

229.32. (Added) (ANG) All telephones and radios will be equipped with pushto-tak
feature.

2211.1. (Added) (ANG) CP controllers will normaly work 8 hour shifts. Controllers
will not perform more than 12 hours continuous duty plus necessary time for shift
changeover with aminimum of 8 hours uninterrupted rest before the next shift. In times of
emergency, controllers may perform duty in excess of 12 hours to ensure uninterrupted
command and control.
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2.2.11.2. (Added) (ANG) Scheduling agencies must consult with CP superintendent by
the 15" of the preceding month before scheduling shift personnel for gppointments outside
the CP.

2.4. (Added) (ANG) CP Superintendent.

24.1. (Added) (ANG) The command post superintendent will ensure establishment and
maintenance of a publications and forms library. Minimize the Sze of the library to the
maximum extent practicd. Include only publications and forms not available on Air Force
Electronic Publications Library (AFEPL). CD-ROM copies of the library are available for
use as backup libraries for deployment or network falure. Printing of frequently used
publications and forms for immediate availability is encouraged.

2.4.2. (Added) (ANG) See Attachment 5 for alist of required equipment. The CP
superintendent will develop and maintain Operating Ingtructions (OlI), Quick Reaction
Checkligs (QRC), and Emergency Actions Checklists (EAC). Review these publications
annudly.

3.2. COMREPswill possess extensve ANG experience, certified in NORAD EAP, and hold a
minimum of 1C371 (CAFSC). Sincethe COMREP is assigned to the host' s battle Saff, the
incumbent should be no less than Master Sergeant in rank. TSgt candidates for the position must
be fully qudified and igible for immediate promotion. COMREPs will report directly to the
tenant unit commander. Examples of COMREP locations are Langley AFB, Homestead ARB,
Tynddl AFB, and March ARB. The COMREP will provide command unique training
requirements to the host CP training personnd. Participate in controller training meetings and
controller certifications.

4.1.2. Command post controllers will be certified in console operations, reports, and
NORAD emergency actions procedures.

4.1.6.1. (Added) (ANG) Computer generated logs are authorized provided format and
content are preserved. Maintain logs for 3 morths IAW AFMAN 37-139, Table 10-10,
Rule 5. CP superintendent will review and initid logs on the next duty day.

4.1.6.2. (Added) (ANG) Mandatory log entries will include personnd on duty, duress and
klaxon darm tests, and any QRCsin use or completed. Include enough information for a
reviewer to be able to reconstruct events and actions taken.

4.3.1. Develop and maintain areports book to provide controllers with quick reference on
how to submit OPREPs.

4.5. CP personnd will not be responsible for battle staff checklist content or currency.

5.2.2. Full time controllers will completeinitid certification within 90 caendar days. Drill
datus guardsmen will complete initid certification within 365 caendar days. Every effort
will be made to provide workdays to available drill Satus guardsmen for initiad certification.

54.1.1.1. (Added) (ANG) Formd training will normaly take place at least quarterly in
conjunction with a Unit Training Assembly (UTA.)

54.1.1.2. (Added) (ANG) Keep minutes of each forma training sesson on locdly
developed form. Maintain for one year IAW AFMAN 37-139, Table 10-10, Rule 4.
Maintain sdf-study letters for one year.
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5.4.1.3.1. Test will measure understanding and application of information rather than
rote memorization. Both open and closed book tests will be at least 25 questionsin
length.
5.4.1.3.2.1. (Added) (ANG) In additionto loca procedures, scenario training will
include NORAD emergency actions receipt, vaidation, and related notifications.

5.4.1.32.2. (Added) (ANG) All NORAD EA certified controllers will be required
to receive, vaidate, and smulate action on three EAMSs per quarter.

5.5. (Added) (ANG) Training and Certification Book. Maintain certification and recurring
training records in asingle Command Post Training and Certification Book. Divide the book
into at least four magjor sections.  Certification Documents, Forma Training Minutes, Self- Study
Letters, Assessment Documents (GKT scores, EA testing, Scenario Training results.)

5.6. (Added) (ANG) Staff Assistance Visits (SAVS). SAVsare unit funded higher
headquarters vists to help units identify best practices and potentiad problems. Thisisaformd
vigt which include an in and out brief to the wing commander and aformad trip report with
findings. Team will consst & aminimum of an Air Defense Sector representetive and a
command post superintendent from another ANG unit.

PAUL A. WEAVER, JR., Mgor Generd, USAF
Director, Air Nationd Guard

OFFICIAL
DEBRA N. LARRABEE, Colond, USAF Attachments

Chief, Support Services 4. (Added) (ANG) Required Systems
5. (Added) (ANG)Recommended QRCs



AFI 10-207/ANGSUP1 1 MARCH 2002

Attachment 4 (Added) (ANG)
Required Systems

NORAD Alerting System (NAYS)

GCCS Termind

NORAD NES access terminal

Base Public Address System (Giant VVoice)

Crash Net (Primary monitor,
Secondary Respond)

Covert Duress System

Email (Class'Unclass)

HF Radio

Internet Access

Klaxon (as required)

LMR accessto all base networks

NORAD Did Up Secure Termind
(NDUST)

DMS (Classified and Undassified)

AUTODIN access

Microwave oven

Tdevison/VCR

Safe

Multi-channel Recorder

SIPRNET

STU-1II or STE (minimum 2)

Scramble Circuit (as required)

Tdephone (Minimum 3 lines on rotary, 2
lines DSN accessible, 2 commercid
accessible)

Cdlular Telephone

Facamile Machine (Classfied and
Unclassified)

Hotlines/Speed Did's (as required)

Telephone — Unliged Commercid line
bypassing centra switch

UHF Radio

VHF Radio

Wesather Data Source

Refrigerator

Shredder approved for COMSEC

Classified copy machine
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Attachment 5 (Added) (ANG)

RECOMMENDED QRCs
Suit Up Injury/Degth of Personnel
Béttle Stations Disaster Response
Runway Alert Diginguished Vistor Arriva
Airborne Orders Dropped/Jettisoned Object
Scramble EOD Assstance
Mandatory Scramble Orders (MSO) Fuel Jettison
AFE Ground Emergency
Autonomous Operations Hazardous/Toxic Spill
HHQ Directed Configuration Change Helping Hand/Covered Wagon
Alert Recdl Law Enforcement Incident
White Pinnecle Oplan Implementation/Contingency Tasking
Aircraft Accident/Incident Overdue Aircraft
Aircraft Emergency Personndl Recall
Aircraft Recall Runway Closure
Aircraft Diverson Safe Haven
Barrier Mdfunction Search and Rescue
Bomb Threat Threatcon
Commercid Power Outage Wesgther Advisory
Communications Outage CP Evacuation/Rel ocation
Hogstage Hijack



